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Digital Arrest and Its
Impact on Society

The news items and information published herein have
been collected from various sources, which are considered
to be reliable. Readers are however requested to verify the
facts before making business decisions using the same.
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Editor’s Note
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Awareness is Key
Don't Be a Victim of Cybercrime

Dear Readers,

Digital vulnerability poses serious risks, as evidenced by a recent surge in scams
involving fraudulent calls claiming to enact a 'Digital Arrest'. These scams exploit the
lack of public awareness, with criminals targeting diverse individuals and extorting
money based on fabricated legal concepts.

Perpetrators often impersonate law enforcement officials, such as CBI agents or
income tax officers, initiating contact through phone and video calls on platforms like
WhatsApp or Skype. They use intimidating tactics, threatening victims with fictitious
arrest warrants for alleged financial misconduct or tax evasion. In some cases,
scammers have even set up mock police stations to lend credibility to their claims.
Under the guise of helping victims 'clear their name', they coerce victims into
transferring significant sums of money as a so-called 'refundable security deposit'.
Once the payment is made, the scammers disappear, leaving victims to grapple with
financial loss and potential identity theft. Unlike many other forms of cybercrime,
becoming a victim of a digital arrest scam is avoidable. Cybercriminals continuously
devise new methods to exploit unsuspecting individuals. Vigilance is crucial, and
initiatives like mandatory caller alerts have shown effectiveness. Organisations such as
the Kolkata Police actively issue advisories to educate the public. By remaining alert
and promptly reporting suspicious activities, individuals can aid law enforcement in
apprehending these criminals, who often operate from various regions or have
international connections.

Senior citizens and those with limited tech knowledge are especially vulnerable to
scams, highlighting the need for digital literacy. Caution is crucial when answering
unknown international calls or sharing personal data online. The digital arrest scam
showcases Kolkata Police's success in tracing culprits and recovering funds when
reported quickly. Cybercriminals, aided by Al and professionalisation, create highly
convincing schemes, making it harder to distinguish legitimate from fraudulent
communications.

To empower individuals against these threats, awareness campaigns, community
outreach, and digital literacy workshops are essential. These initiatives can help equip
people with the skills necessary to recognise and address potential cyber risks
effectively.

Kolkata Police have shown remarkable vigilance in addressing the evolving challenges
of cybercrime. With a proficient and tech-savvy team, they are dedicated to effectively
tackle these issues. Their work highlights the crucial role of collaboration between law
enforcement and the community in the fight against cybercrime.

Ultimately, awareness remains the most powerful tool in preventing cybercrime. By
staying informed, cautious, and proactive, citizens can safeguard themselves and
contribute to a more secure digital environment.

Best Wishes,

SatyaSwaroop
Managing Editor
satya@newmediacomm.biz
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Cybercrime encompasses a wide range of
criminal activities utilising digital devices
and networks to carry out illegal acts. As
our reliance on technology, remote work,
and automation increases, and billions of
people become more dependent on digital
solutions, online scams and fraud have
escalated significantly. Users are exposed
to a borderless digital world, making them
more vulnerable to various forms of
trickery.

Today, the Internet plays a vital role in
nearly every aspect of life, from the
operations of public and private
enterprises to entertainment, education,
and commerce. No one is immune to the
effects of excessive internet use, whether
they are employees in the private or public
sector, freelance professionals, or farmers.
Around the globe, data is becoming a
crucial tool for ensuring public safety. With
over 700 million internet users, India
currently ranks as the second-largest
internet userinthe world, following China.

The COVID-19 pandemic in 2020 led to a
surge in internet usage as many activities
transitioned to digital platforms—from
education and economic transactions to
basic healthcare services. Working from
home has become the new norm,
increasing our dependence on the internet
even further.

Extensive Internet usage introduces
various vulnerabilities that cybercriminals
exploit to gain unauthorised access to
sensitive information and personal data.
They steal this information to disrupt
services and cause financial or reputational
damage.

Unlike traditional crimes, cybercriminals
can commit offences from a distance
without being physically present, which
makes cybercrime more dangerous for
victims.

The rise of the Internet has made the
spread of fake news and disharmony easier,
prompting the Kolkata Police to establish a
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Foreword

dedicated team to monitor these issues. Cybercrime has become a growing concern across all
sectors, especially since the COVID-19 pandemic highlighted its reach, as seen with the surge
of cyber criminals from the impoverished district of Nuh in Haryana in 2024. Every Internet
user is a potential victim or offender, which makes cybercrime a major focus for law
enforcement.

Kolkata Police has established Anti-Cyber Crime Cells in all ten divisions, and one Cyber Police
Station at Lalbazar, to combat escalating cybercrime. This initiative allows residents to report
cyber offences at their nearest Cell rather than travelling to the Headquarters. Committed to
community safety, Kolkata Police encourages citizen input and promotes community policing.

With the increased use of the Internet, the police also monitor malicious activities to prevent
the spread of fake news and maintain harmony in the community.

In 2024, Kolkata Police inducted a new batch of officers and constables. During their basic
training at the Kolkata Police Training Academy, special emphasis was placed on the different
types of cybercrimes occurring worldwide to prepare them for tackling these crimes when
they enter active duty. Experienced police officers shared their firsthand experiences in
dealing with various types of crimes, including cybercrime, emphasising the importance of
experiential learning.

Regarding institutional security, systems are in place to alert users about potential
vulnerabilities, enabling preventive action.

We have also been spreading awareness among the public about protecting themselves from
cybercriminals. School students receive lessons on cyber etiquette and safety. We also
encourage them to share this knowledge with their parents and grandparents, as children and
the elderly are particularly vulnerable to cyber threats. Understanding cyber etiquette is
crucial for self-protection against cyber criminals. Simple precautions, such as not sharing
OTPs or email passwords with strangers, avoiding video calls from unknown numbers, and
discouraging shoulder surfing in public places like ATMs and shops, can significantly reduce
the risk of cyber attacks.

To prevent cyber attacks on institutions or systems, specific security measures are
implemented to alert users of potential vulnerabilities, enabling them to take appropriate
action to prevent such attacks.

Policing is one of the most challenging and demanding professions in the world. In the context
of South Asia, particularly in the Indian subcontinent, challenges are continually increasing,
exacerbated by population growth. This has led to a rise in Internet usage. With the broad
accessibility of social media, community involvement has become essential for collaborative
policing to resolve issues, de-escalate tensions, and build trust in policing as a social
institution.

We sincerely appreciate the active participation of the community in documenting various
forms of cyber offences. This exchange of information is instrumental in our efforts to address
the continually evolving landscape of such offences and develop effective strategies for their
prevention and eradication.

W

Manoj Kumar Verma, IPS
Commissioner of Police
Kolkata

‘Che Kolkata PROTECTOR vol-13, Issue-1 | 2025 m



Face-To-Face

'Building Trust
Through
Competence
and

t¥rit

Manoj Kumar Verma, IPS was appointed Commissioner of Police, Kolkata Police, in
September 2024. He is a seasoned Indian Police Service (IPS) officer from the 1998
batch. He previously served as the Additional Director General (ADGP) and Inspector-
General of Police (Law and Order) for West Bengal. Born in Sawai Madhopur,
Rajasthan, and raised across the country due to his father's military service, Verma
graduated in mechanical engineering before joining the IPS. His career includes key
roles such as Superintendent of Police in West Midnapore, Inspector General of
Police in Darjeeling, and Inspector General of the Anti-Corruption Branch. Known for
his expertise in handling sensitive areas like Naxalite-affected Jangalmahal, he has
built a reputation as a trusted and effective leader. In a conversation with
Anurag Sinha, Editor, The Kolkata PROTECTOR, Manoj Kumar Verma, IPS, discusses
his perspective on law enforcement, highlighting his approach to strategic thinking,
adaptability, and commitment to integrity, while focusing on the challenges and
responsibilities of ensuring public safety and supporting his team.
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As a decorated self-made police officer who
has won many laurels, how do you see the
change in policing in India?

Policing in India has undergone significant
transformations, driven primarily by the evolving
nature of crime. The increasing use of technology by
criminals has compelled police forces to rethink and
modernise their strategies, integrating advanced
technological tools for effective policing.

At the same time, traditional methods such as
intelligence gathering, maintaining a visible
presence in communities, and fostering strong
public relationships remain the foundation of
effective policing. The blending of these time-tested
practices with modern tools has allowed us to
address a broader spectrum of challenges, including
urban safety, Naxalism, and terrorism. The scope of
policing has expanded, moving beyond
conventional crimes to tackle emerging threats like
online fraud, digital extremism, and privacy
breaches. This evolution not only reflects the
changing face of crime but also highlights the
adaptability and resilience of the Indian police force.

What measures do you believe are critical to
boosting the morale of the police force, while
encouraging different police thanas and
personnel?

Boosting morale within the police force is critical for
fostering teamwork and ensuring operational
efficiency. A high-performing force is built on trust,
motivation, and a sense of belonging. Key initiatives
include increased interaction between senior officers
and junior personnel to bridge hierarchical gaps and
enhance communication. Regular participation in
group activities and events fosters camaraderie,
while frequent field visits by senior officers signal
their commitment to understanding and addressing
grassroots challenges. Addressing grievances
promptly and maintaining open communication
channels further strengthen morale. Additionally,
monitoring and improving the fitness levels of
personnel ensure their physical and mental
readiness to face challenges.

Ultimately, fostering a culture of teamwork,
empathy, and mutual respect is key. When
personnel feel a sense of belonging, purpose, and
recognition, they are more likely to perform their
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duties with dedication and integrity.

What additional measures is Kolkata Police
implementing to ensure the safety of women,
alongside existing initiatives?

Women's safety and security are paramount to
Kolkata Police, and we are committed to continually
evolving and strengthening our strategies to address
this critical concern. We focus on a holistic approach
and combine technology, community involvement,
and operational efficiency to create safer spaces for
women.

Recognising the need for proactive and
comprehensive approaches, we have introduced
several measures in addition to the existing
protocols. These include:

1. Enhanced Training and Sensitisation: All
personnel, from senior officers to the junior-most
ranks, undergo repeated briefing and sensitisation
sessions. This ensures a deep understanding of
women's safety concerns and cultivates an
empatheticapproach to handling such cases.

2. Targeted Surveillance: We have significantly
increased CCTV coverage, particularly in areas
identified as vulnerable through detailed crime
data analysis. This provides real-time monitoring
and acts as a deterrent to potential offenders.

3. Increased Police Presence: Deploying more
officers in high-risk areas, especially during late
hours, ensures that vulnerable zones are actively
monitored and accessible help is available.

4. Infrastructure Improvements: Enhancing the

par
r
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illumination of sensitive areas and addressing
blind spots in public spaces contribute to creating
asafer environment.

5. Community and Public Sensitisation: Engaging
with the public, especially students, through
awareness campaigns and workshops promotes a
culture of vigilance and mutual responsibility.

6. Efficient Crime Handling: Ensuring thorough
investigation of crimes against women, timely
submission of charge sheets, and active
monitoring of trials underscores our commitment
tojustice.

The festive season witnessed seamless road
traffic management by the Traffic Department
of Kolkata Police. How was such a complex
task executed with precision?

The festive season demands extensive preparation,
often beginning months in advance. The first crucial
step is conducting thorough debriefing sessions, and
analysing past festivals to identify challenges and
lessons learned. This reflection allows us to refine

our strategies and address any issues that arose in
previous years. Additionally, it is vital to gather
feedback from organisers, stakeholders, and the
community to understand their plans and
expectations for the upcoming events.

We meticulously craft police arrangements after
collaborative meetings with all relevant parties.
These discussions ensure that everyone is aligned
and prepared for the event. Officers and personnel
are briefed in detail, with clear assignments and an
emphasis on coordination. We also ensure that all
necessary equipment and traffic management
infrastructure such as barriers, signage, and control
devices are ready. In planning, we prioritise key
considerations such as public safety, traffic flow, and
emergency preparedness to ensure a smooth and
secure festive experience.

Key aspects of our planning include:

* Ensuring public safety atall times.
* Smooth traffic management to minimise
disruptions and delays.

1 \
-l ‘II
e L
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VENKATESH FOUNDATION
PVT. LTD.
104, Rashbehari Avenue
Kolkata - 700029
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* Monitoring weather forecasts to prepare for
adverse conditions.

+ Addressing sudden, unplanned events with
flexibility and promptaction.

We conduct coordination meetings with all relevant
stakeholders to ensure a seamless and
comprehensive approach. These discussions help
align goals, address potential challenges, and refine
strategies for optimal execution. Once all
arrangements are finalised, police operations are
implemented precisely and clearly. Throughout the
process, feedback from experienced field officers is
continuously monitored, and any issues raised by
the public are promptly addressed. If necessary,
swift adjustments are made to the arrangements to
ensure the safety and convenience of the public,
demonstrating flexibility and responsiveness in
dynamic situations.

It is often said that police personnel work

Face-To-Face

under tremendous stress and strain. How do
you address the mental health aspect of the
Force? What advice would you give to the
young men and women of the Kolkata Police?

Policing is an inherently demanding profession, and
addressing the mental well-being of our personnel is
as important as ensuring their physical fitness. A
well-rounded approach to reducing stress includes
regular activities that foster resilience and balance.
These include:

* Physical Fitness Programmes: Regular jogging,
running, and exercise regimens are essential to
maintaining stamina and relieving stress.

* Yoga and Meditation: These practices help
cultivate mental calmness and focus amidst daily
challenges.

+ Team Activities: Encouraging participation in
games, cultural programmes, and other group
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engagements builds camaraderie and provides  point to learn from every mistake. Quick adaptation
healthy outlets for stress relief. to new technologies has been key in staying ahead of
emerging threats while taking a deep, analytical
approach to the issues at hand ensures that we
address the root causes, notjust the symptoms.

« Work-Life Balance: Granting regular leaves,
promoting family time, and providing a
supportive work environment ensure our officers
stay connected to their personal lives, which is
vital for mental health.

Gaining the public's trust and support is equally
important; their cooperation enables us to do our
work effectively. Above all, I believe in the power of
I'would like to encourage the young menand women  hard work, discipline, and unwavering commitment

of the Kolkata Police to stay disciplined and  to duty. These values have guided me throughout
committed to your role as protectors of society. Take my career.

care of your well-being, seek help when needed,
and remember that strength comes from
balance —mental, physical, and emotional.

Additionally, support from the government and
administration plays a crucial role in the success of
any police officer. When there is alignment across all
Cyber fraud, particularly the so-called 'digital  levels, we can achieve far more than we could
arrest' scam, is becoming a public nuisance individually, ensuring that justice and public safety
across India. How is Kolkata Police tackling remainatthe forefrontof our efforts.

. . »
this growing threat? Do you have a message for new Civil Service

Kolkata Police is fully equipped to combat emerging  aspirants?
challenges like digital arrests, with a robust
infrastructure to address such threats effectively. We
employ advanced systems to monitor, analyse, and
respond to cyber-related crimes, ensuringno stoneis ~ Work hard and remain disciplined. Stay positive and
left unturned in our efforts to curb these offences.  cultivate resilience in the face of challenges. Be a keen
The foundational steps include the swift registration =~ observer and a good listener as learning is a lifelong
of FIRs, identification and arrest of individuals process. Above all, be a good human being. Your
involved in such fraudulent activities, and ensuring  values and empathy will define your success in
a timely trial process to bring offenders tojustice. serving society.

To new Civil Service aspirants, my advice is simple
butvital:

We actively encourage the public to report such  The Indian Police Service is considered one of
crimes as early as possible, as prompt reporting is  the most challenging and demanding profiles
crucial in minimising the damage caused. To further ~ in Indian bureaucracy. What advice would you
bolster awareness, Kolkata Police conducts extensive  offer to young officers who have joined the
outreach campaigns across various platforms, cadre?

including social media, schools, colleges,
workplaces, and large residential complexes.
Additionally, we leverage mobile cyber labs to reach
broader communities and educate the public on
recognising and preventing digital fraud, creating a
more informed and vigilant society.

My advice to the young officers of the IPS is this:

* Be prepared to make sacrifices for the greater good
and work tirelessly for those in need.

* Maintain a high level of discipline and keep
your senses (ears and eyes) attuned to your

As a very successful officer who has tackled surroundings.

Maoist threats to crisis scenarios in South ° Always approach situations with flexibility but
Bengal, what would you attribute your success handle them with firmness and integrity,
to? according to the law.

» Stay open to learning, as each experience is an
opportunity for growth.

* Remember, nothing is impossible. With dedication
and the desire to make a difference, the sky is the
limit. -
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Success in policing is never the result of individual
effort alone—it is always the product of effective
teamwork. I have learned that every challenge
provides an opportunity for growth, and I make it a
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Awareness

awareness are crucial in minimising risks.

Understanding Cyber Fraud

Cyber fraud encompasses any criminal activity that
is executed using a computer, smartphone, or the
internet. Anyone can be a victim—students,
professionals, senior citizens, and business owners
alike. Understanding the different types of cyber
fraud is the first step in preventing them. Some of the
most common types include:

Phishing Attacks: Fraudsters send fake emails,
messages, or calls pretending to be from banks,
government agencies, or trusted companies in order
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Preventing Cﬂjber Frt;d:
A Collective Responsibility

Dr. Pranav Kumar, IPS, Additional CP (ll), Kolkata Police

The internet has made life significantly easier by allowing us to shop, bank,
communicate, and conduct business online. However, this convenience has also
increased the risk of cyber fraud, where criminals employ various methods to
deceive people and steal money or sensitive information. Cybercriminals exploit
technology and human error to carry out these activities. Awareness and prevention
are essential to staying safe online. While law enforcement agencies, such as Kolkata
Police, are actively working to combat cyber fraud, public participation and

to steal personal details such as passwords, ATM
PINs, and OTPs.

Online Financial Frauds: Fake e-commerce websites,
UPI scams, and fraudulent investment schemes trick
individuals into making payments without
delivering goods or returns. Many people
worldwide have lost money to investment fraud by
investing in fake stocks suggested by scammers.
Recently, there has been a rise in online hotel
booking fraud, where unsuspecting customers are
deceived by fraudsters through sham websites that
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offer extremely low hotel rates at various tourist
destinations.

Identity Theft: Criminals misuse stolen personal
data to commit financial fraud, apply for loans in
someone else's name, or create fake social media
profiles to mislead others.

Ransomware Attacks: Hackers install malicious
software that locks important files and demand
payment to unlock them. Increasingly, criminals are
asking for ransom payments in cryptocurrency.

Social Media Frauds: Fraudsters create fake profiles
to offer phony job opportunities or use emotional
manipulation in online relationships to trick victims
into transferring money. Numerous instances of
WhatsApp account hacking have been reported,
where cybercriminals gained control of accounts
after victims unknowingly shared their OTPs (One-
Time Passwords).

SIM Swap Fraud: Scammers obtain a duplicate SIM
card of a victim, allowing them to access mobile
banking and steal funds from the victim's accounts.

Online Loan Scams: Fraudulent loan providers offer
quick loans and request processing fees or personal
information, which is later misused.

QR Code Scams: Scammers trick individuals into
scanning QR codes that lead to unauthorised
withdrawals or deductions from their bank
accounts.

Digital Arrest: This emerging cybercrime involves
scammers extorting money or sensitive information
by threatening victims with legal action. In cases
investigated by the Kolkata Police, scammers have
misused identity documents or falsely accused
victims of having narcotics sent in their name. Many
people have lost significant amounts of money in
these schemes. The Kolkata Police have successfully
made several arrests related to this type of fraud.

Legal Provisions Against Cyber Crimes

‘Che Kolkatr PROTECTOR

Awareness

Cyber fraud is punishable under various sections of
the Information Technology Act, 2000, and the
Bharatiya Nyaya Sanhita, 2023, which has replaced
the Indian Penal Code.

Best Practices to Prevent Cyber Fraud

To enhance your cybersecurity and protect against
fraud, follow these essential practices:

Never Share OTPs or Bank Details: Remember that
banks and government agencies will never ask for
your OTPs, PINs, or passwords. Always verify any
requests before sharing any personal information.

Use Strong Passwords: Create passwords that
combine letters, numbers, and symbols. Change
your passwords regularly and avoid reusing the
same password across multiple accounts.

Enable Two-Factor Authentication (2FA): Turn on
2FA for your banking, email, and social media
accounts to add an extra layer of security.

Verify Unknown Links: Avoid clicking on
suspicious links in emails, SMS, or WhatsApp
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Awareness

messages, as these may lead to phishing websites. notify your bank immediately to freeze transactions

Use Secure Websites: Before entering payment and preventfurtherlosses.

information, ensure the website URL begins with ~ Change Passwords: If your online accounts have
'https:/ /' and is from a trusted source. been compromised, reset your passwords right

Avoid Public Wi-Fi for Transactions: Public away.
networks can be vulnerable to hacking. Use a VPN  Keep Evidence: Save messages, transaction details,
or mobile data when conducting financial = emails, and screenshots as proof for the

transactions. investigation.

Check Financial Statements Regularly: Monitor =~ Inform the Cyber Crime Cell or Nearest Police
your bank account and credit card statements Station: Registering a complaint and allowing an
frequently to catch any unauthorised transactions  investigation can assist in recovering funds and
promptly. apprehending the culprit.

Do Not Download Unknown Apps: Fraudstersmay =~ Kolkata Police's Role in Fighting Cyber
create fake apps to collect your data. Always Crimes

download applications from official sources, such as
Google Play or the Apple App Store.

Be Cautious with QR Codes: Always verify the
source of a QR code before scanning it. Avoid
scanning if someone requests payment through QR

codes without providing an explanation. AN MARK MAKES ALL THE DIFFERENCE
Educate Family Members: Cybercriminals often I
target senior citizens and teenagers. Ensure that you
educate them about online safety to help protect
against potential scams.

Steps to Take If You Are a Victim of Cyber
Fraud

If you suspect that you have been scammed, take
immediate action to minimise damage.

Fraudsters often act quickly, withdrawing funds,
uy afe. be wofe

transferring them across international borders, or Asercrys ik r an THE mark o Producty

X X whEnayEr pou MOLE oy Puchime
converting them into cryptocurrency to evade
detection. The sooner cyber fraud is reported, the L i LU R s D

higher the chances of recovering the lost funds. Here ,
are the essential steps victims of cyber fraud can Transport Department Govt of West Bengal vide
take: notification no. 2632-WT/TPT-18011/49/2020
Dates 30 September 2024 directed all persons

Report the Fraud: Call the national cybercrime ( save and except exclusions under section 129 of
helpline at 1930 or visit www.cybercrime.gov.in to 0 L :

file a complaint. You can also contact the Kolkata MV Act 1988) driving or riding or being carried il
Police Cyber Police Station at +91-9836513000. a Motorcycle of any class to wear protective

) headgear conforming to IS 4151:2015.
Inform Your Bank: If your bank account is affected,
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Kolkata Police actively works to prevent and
investigate cyber fraud through variousinitiatives:

Cyber Awareness Programmes: Organising
workshops, campaigns, and social media drives to
educate citizens about online fraud. Under the
CyBuzz programme, a bus tours the city providing
educational materials on cyber safety.

Specialised Cyber Crime Units: A dedicated
cybercrime police team investigates fraud cases and
tracks down criminals. Cyber fraud cases are also
handled by respective police stations.

Collaboration with Banks and Digital Platforms:
Working with financial institutions to track and
freeze fraudulent transactions.

Training Police Officers: Enhancing officers' skills to
tackle evolving cyber threats through specialised
training programmes.

Stop, Drop, and Inform Campaign

The Kolkata Police has launched the Stop, Drop, and
Inform campaign to help citizens protect themselves
from telecaller scams and other cyber frauds. The
Kolkata Police has initiated the "Stop, Drop, and
Inform" campaign to assist citizens in safeguarding
themselves against telecaller scams and other forms
of cyber fraud.

The campaign focuses on three key areas: (i)
Improving police response, detection, and recovery
in cases of cyber fraud, (ii) Raising awareness
among the public, and (iii) Providing special
protection for the elderly.

The campaign suggests the following key
steps for citizens:

STOP: Before responding to unknown calls or
sharing personal information, such as bank details,
ATM PINs, OTPs, or passwords, think twice.

DROP: If you receive suspicious calls or see
emails/messages requesting personal details or
money, ignore and delete them.

INFORM: If you suspect fraud or believe you have
been a victim, contact the police or the cyber crime
helpline immediately.

This straightforward approach can help prevent
many instances of cyber fraud and minimise
financial losses for individuals. Campaigns
targeting the elderly have been initiated through the
flagship project, Pronam, along with regular
programmes organised throughout the city.
Additionally, regular cyber awareness materials are
being disseminated via the Kolkata Police Twitter
handle @KolkataPolice and Facebook page
www.facebook.com/kolkatapoliceforce. Kolkata
Police will soon be launching programmes on FM
radio and podcasts to further the cause of cyber
awareness.

Conclusion

Cyber fraud is a growing concern that requires
awareness and active participation from everyone.
By following basic online safety measures, staying
alert to suspicious activities, and promptly
reporting cyber fraud, individuals and businesses
can protect themselves from financial losses.
Kolkata Police remains committed to tackling
cybercrime, but public cooperation is essential.
Remember the "Stop, Drop, and Inform" approach

to safeguard yourself and yourloved ones. -
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Interview

'Safe Drive, Save Life' Campaign:

Building a Culture of Road Safety

Road safety is paramount in safeguarding lives, minimising injuries, and preventing
road fatalities. It is essential to ensure that traffic systems function orderly and
efficiently to facilitate smoother travel for all road users, including pedestrians,
cyclists, and motorists. The Kolkata Police realises that by prioritising road safety,
they can foster a culture of responsible driving and create safer environments within
communities. Let us learn more about their campaign for road safety through this
conversation between The Kolkata PROTECTOR and Rupesh Kumar, IPS, Joint

Commissioner of Police - Traffic.

Could you share with us about the impactful
'Safe Drive, Save Life' campaign?

Safe Drive, Save Life - a campaign initiated to make
roads faster, safer, and friendlier- is earning mass
popularity. Initiated by our Hon'ble Chief Minister
Mamata Banerjee on July 8, 2016, its goal is to
significantly reduce road traffic accidents, make
citizens realise the need to adhere to safe driving
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rules, ensure safer commuting, and foster a culture
of responsible driving across the city.

What are key measures implemented to
achieve its objectives?

To achieve the objectives, the campaign employs a
multi-faceted approach centred around
enforcement, awareness, and infrastructure



SAFE DRIVE
SAVE LIFE

HALF
MARATHON

ﬂa?

Kolkafa ﬂqllce

"-,ﬂ--l {13

—\_,- e -

H. - —_
= “I—L 131 T

21k |10k 5K

development, executed in close collaboration with ~ agencies like the Public Works Department (PWD),
various stakeholders. Kolkata Municipal Corporation (KMC), and Kolkata
Metropolitan Development Authority (KMDA) to
improve road conditions through better signage,

-.n.

. _.Red Road, Kolkata

We have implemented robust enforcement
measures to ensure road safety. Advanced traffic
monitoring systems, such as CCTV cameras, speed
guns, and automatic number plate recognition
(ANPR), help us keep a close eye on violations. We
strictly enforce penalties for offences like drunk
driving, speeding, rash driving, and failing to use
helmets or seatbelts. Additionally, we have
introduced designated pedestrian crossings, no-
horn zones, and safe zones for cyclists to make our How has the campaign contributed to
roads safer for everyone. improving road safety in the city?

enhanced lighting, and solutions for accident-prone
zones like smart signals, underpasses, and flyovers.
Upgrades to road markings and lane dividers
improve clarity and traffic flow. Expert
consultations help tailor strategies to Kolkata's
unique needs, incorporating global best practices to
reduce congestion and ensure sustainable mobility.

Our awareness campaigns take diverse approaches  Since the inception of the 'Safe Drive, Save Life'
to educate and engage the public. We conduct  campaign, we have seen a notable reduction in road

workshops in schools, colleges, and offices to  traffic accidents and fatalities. Citizens have become
highlight the importance of traffic rules and safe  more aware of road safety norms, and there has been
driving. Creative outreach efforts, including street a measurable improvement in compliance with
plays, billboard campaigns, and social media drives, traffic regulations. Kolkata's roads are steadily
have proven effective in spreading the message. becoming safer, reflecting the success of this

Collaborating with public figures and influencers ongoing initiative.
helps us reach a broader audience and foster a

culture of responsible driving, How does the Kolkata Police's crash analysis

process improve road safety?
Infrastructure development is key to safer and more

efficient urban transportation. We partner with ~ First and foremost, I would like to emphasise the
critical importance of coordination in our approach
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to road safety. When an
accident occurs, we work
with a reputed private
institute to conduct a
detailed crash analysis. This
helps us find the root causes,
gain insights, and take
preventive action.

Our officers study factors
like driver behaviour,
vehicle condition, road
design, and environmental
issues to determine what
caused the accident. High-
risk areas, or black spots, are
given priority for action. We
then work with agencies like
the PWD, KMC, and KMDA to address these issues
by improving lighting, adding signs, fixing roads,
and revising traffic patterns.

After making these changes, we monitor their
impact and gather feedback to evaluate their
effectiveness. This helps us improve our strategies
and ensure ongoing road safety improvements for
everyone.

How do District Road Safety Committee
meetings drive collaboration and lead to
improvements like crash barriers, median
installations, and better illumination?

As per the mandate of the Supreme Court
Committee on Road Safety, we conduct monthly
meetings of the District Road Safety Committee.
These meetings serve as a vital platform where all
stakeholders in road safety come together to assess
progress, identify challenges, and propose
actionable solutions. In 2024, around six such
meetings were successfully conducted,
demonstrating our commitment to upholding this
mandate.

We review and discuss insights from crash analyses
conducted with private institutes and our field
officers. This includes root cause identification and
recommendations for improvement.

Reports from OCs (Officer-in-Charge) and
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Sergeants performing field duties provide on-
ground perspectives about traffic patterns, accident-
prone areas, and enforcement challenges.

Feedback from citizens, collected via emails, social
media handles, and direct interactions, is essential to
our discussions. We carefully document suggestions
and identify any shortcomings or gaps, ensuring
their voices play a pivotal role in shaping road safety
measures.

Regular coordination with agencies like the PWD,
KMC, and KMDA, and entities such as the Metro
Railway and KMRC, is crucial for addressing
engineering, infrastructure, and illumination issues.

What are the achievements and improvements
seen through these coordinations?

Through regular coordination, there has beena
noticeable decline in road accidents and fatalities.

Basanti Highway: After identifying it as a high-risk
area, we collaborated with the PWD, resulting in the
installation of crash barriers. These barriers
significantly reduced fatalities, marking a major
milestone in our efforts. Additional steps included
lane demarcations, speed limit signs, and enhanced
enforcement measures to ensure safe driving
conditions.

Diamond Harbour Road: We implemented similar
measures on this key road as we did on the Basanti
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Highway, resulting in significant infrastructure
improvements and enhanced safety for commuters.

Median Barriers: In collaboration with the Metro
Railway and KMRC, we installed median barriers to
prevent pedestrians from crossing at undesignated
places. This measure has improved pedestrian
safety and reduced accidents caused by jaywalking.

[Nlumination Improvements: We worked with KMC
and PWD to enhance illumination, ensuring better
visibility and safer travel during the night,
especially in areas with insufficient lighting.

Iron Crash Barriers: We installed iron crash barriers
in critical areas to minimise the impact of accidents,
thereby reducing the severity of injuries and
fatalities.

By focusing on infrastructure improvements,
enforcement, and community involvement, we

continue to make Kolkata's roads safer and more
reliable for all.

How do Kolkata Police's daily, monthly, and
annual awareness campaigns foster a culture
of road safety and encourage responsible
driving among citizens?

Creating awareness is the cornerstone of our road
safety initiatives. Through daily efforts, monthly
campaigns, and annual programmes, we aim to
instil a sense of responsibility and awareness among
allroad users.

Our day-to-day campaigns focus on addressing
immediate road safety concerns through direct
interaction with the public.

Our monthly campaigns delve deeper into specific
issues, such as seatbelt compliance, helmet usage,
and pedestrian safety, ensuring a sustained and
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focused effort throughout the year.

We organise our flagship event, the 'Annual Road
Safety Week',to amplify awareness across the city.
This week features rallies and marches led by
students, citizens, and police personnel; workshops
and seminars on road safety measures and best
practices, and interactive sessions with drivers,
commuters, and other stakeholders.

Special awareness activities are organised for
defaulter drivers to educate them about the
consequences of their actions and encourage them to
adopt safe driving practices. These sessions include
discussions on the legal and ethical responsibilities
of drivers, and real-life case studies highlighting the
devastating impact of reckless driving.

To cultivate a culture of safety from a young age, our
team conducts school visits where students are
educated about traffic safety rules and the
importance of following them, proper ways to cross
roads, such as using zebra crossings and pedestrian
signals, and recognising road signs and signals, and
understanding their significance.

We also conduct targeted campaigns to address
pressing concerns, such as:

Drink and Drive: We emphasise the dangers of
driving under the influence and promote
alternatives like designated drivers or app-based
ride services.

Women's Safety: We raise awareness about safety
measures for women commuters, ensuring they feel
secure onroads and in public transport systems.

Safe Speeding and Lane Discipline: We educate
drivers about the importance of speed limits and
maintaining lane discipline to prevent accidents.

These awareness campaigns have helped increase
public compliance with traffic regulations. They
have enhanced the safety of vulnerable groups, such
as children and women, and encouraged
community participation in road safety efforts,
creating a collective responsibility towards safer
roads.

How has the integration of the Bhangar area
into the Kolkata Police jurisdiction improved
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traffic management, infrastructure
development, and successful awareness
campaigns inrural areas?

When Bhangar was brought under the jurisdiction of
the Kolkata Police, it marked a significant milestone
in extending our traffic management and
enforcement capabilities. To address the specific
needs of this newly integrated area, we enhanced
our traffic management capabilities by establishing a
dedicated Traffic Guard to address the area's unique
needs. We installed traffic signages, road markings,
and infrastructure improvements to streamline
traffic and boost road safety, focusing on rural and
semi-urban challenges.

To tackle these challenges, we launched awareness
campaigns to educate locals about traffic rules.
Many residents, especially those in rural areas, were
not accustomed to wearing helmets or adhering to
traffic rules. We were concerned about how the
community would respond to these changes, given
the shift from traditional practices. Despite initial
hiccups, the community responded positively,
embracing change for road safety.

We conduct targeted campaigns in schools and
colleges where officers, including the OC (Officer-in-
Charge), AC (Assistant Commissioner), and DC
South (Deputy Commissioner of Police, South
Division), personally visit schools and colleges in the
area. These officers conduct interactive sessions to
teach students about helmet use, traffic signals, and
the importance of safe driving. Public meetings and
community discussions further engaged the local
population, building strong partnerships between
Kolkata Police and the community.

How does the Kolkata Traffic Police plan to
enhance road safety and establish Bhangar as
amodel for rural traffic management?

With the continued support and cooperation of the
people, we aim to strengthen the road safety
infrastructure in Bhangar and expand awareness
campaigns to reach every segment of the population.
We want to build on the positive momentum to
ensure that Bhangar is a shining example of rural
traffic management under the jurisdiction of the
Kolkata Traffic Police. u

‘Che Kolkatsr PROTECTOR




In FOCus

Fighting Cybercrime and Serving
Society with Purpose

Abhishek Modi, an IPS officer from the 2011 batch of
the West Bengal cadre, currently serves as the
Deputy Commissioner of Police (DCP) for the Cyber
Crime Department of Kolkata Police. Known for his
technical expertise and no-nonsense approach, Modi
is deeply committed to safeguarding citizens from
cyber fraud. His proactive efforts to raise public
awareness reflect his belief that "knowledge is the
best defence against cyber threats."

Modi's journey into law enforcement began after
completing his B.Tech in Electrical Engineering from
IIT Bombay. Despite starting his career at a
networking firm, he felt a stronger calling to serve
society, prompting him to pursue the Civil Services

examination while managing a full-time job. His
discipline and perseverance during this period laid
the foundation for his successful career in public
service.

The Journey in Bureaucracy

Abhishek Modi challenges the concept that
humanities graduates have an edge in civil services.
He believes the examination process is balanced,
offering equal opportunities to all academic
disciplines. As an engineering graduate, his technical
background proved advantageous, particularly
when choosing Mathematics as one of his core
papers—a decision that played a key role in his
success.
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Modi's law enforcement career began in 2013 as the

Assistant Commissioner of Police (ACP) in the
Bidhannagar Police Commissionerate. He went on to
serve in Malda, Cooch Behar, Asansol Durgapur
Commissionerate, and later as Superintendent of
Police (SP) in Jalpaiguri. Returning to the plains, he
was posted in Barrackpore before assuming the role
of Deputy Commissioner of Police (DCP) in the
Asansol Durgapur Commissionerate once again.
Each posting exposes him to diverse challenges, from
managing rural and semi-urban law enforcement to
tackling border security issues. His role as DCP in the
Cyber Crime Department marks a critical phase in
his career, where he combines technical expertise
with public service to tackle digital threats.

Every assignment has deepened his commitment to
upholding justice, ensuring public safety, and
protecting the rights of citizens, reinforcing his
dedication to serving the community with integrity
and purpose. Hisleadership in cyber policing reflects
his mission to ensure a safer digital environment for
all.

Personal Management - Handling Stress

Police professionals often face immense pressure,
requiring resilience and effective stress
management. Abhishek Modi relies on several
activities to maintain balance. Reading, particularly
motivational and technical books, provides mental
rejuvenation and inspiration. His interest in

vol-13, Issue-1 | 2025

badminton helps him stay fit while unwinding after
long hours of work, and cooking offers a creative
escape thathelps himrelax.

Despite a demanding work schedule, these hobbies
enable Modi to recharge and maintain focus,
teaching him that a healthy mind and body are
essential, especially in high-stress fields like law
enforcement.

Cybercrime

Cybercrime has become one of the most dynamicand
complex forms of crime, requiring specialised
expertise. With his engineering background,
Abhishek Modi is well-equipped to understand the
technical intricacies of cybercrime. One major
challenge is the gap in technical knowledge among
many police officers, which can hinder cyber
investigations. To address this, law enforcement
agencies are actively working to enhance their
technical skills through specialised training
programmes. Abhishek is committed to continually
upgrading his own skills to stay ahead of the
evolving cyber threatlandscape.

Raising Awareness Among Vulnerable
Groups

Cybercriminals often target vulnerable groups such
as senior citizens or those unfamiliar with
technology. Common forms of cybercrime affecting
theseindividualsinclude:
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Spam Calls and Phishing: Fraudsters posing as bank
officials or service providers to steal sensitive
information.

Malicious Software: Harmful links sent through
emails or messages thatinstall malware on devices.

Fake Calls and Social Engineering: Criminals
exploiting trust to extort money or sensitive
information.

Abhishek emphasises the importance of educating
the public, especially the elderly, on these threats. He
believes that increasing awareness can significantly
reduce the risks associated with digital
vulnerabilities.

The Threat of Sextortion

Sextortion has become a significant threat in the
world of cybercrime, where criminals use Al and
software to create fake or altered images and videos
of victims. These are used to blackmail individuals
for money or other demands. Victims often feel
ashamed and are reluctant to report the crime,
allowing perpetrators to continue their exploitation.

Abhishek Urges Victims to:

Report Immediately: Quick reporting increases the
chances of apprehending criminals.

Avoid Paying: Paying only encourages further
exploitation.

Seek Support: Share the incident with trusted friends
or family to receive emotional support.

With Al making it easier to create convincing fake
content, Abhishek stresses the importance of
awareness and prompt reporting in combating
sextortion.

Report Calls Claiming Digital Arrest

Therise of ‘Digital Arrest’ scams is another troubling
development in cybercrime. These scams, often
originating from countries like China and the UAE,
prey on people's confusion about legal processes.
Fraudsters claim to be law enforcement officials and
demand money to avoid a supposed digital arrest.

Abhishek reminds the public that digital arrest has
no legal basis. Arrests require formal procedures,
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including documentation and in-person interaction.

Key Points to Remember:

Digital Arrest is Fake: If you receive such calls, itis a

scam.

Police Procedures are Transparent: Arrests must

adhere tolegal protocols.

No Money Demands: Legitimate law enforcement

will never ask for money over the phone.
Whatto Do:

Report the Incident: Immediately contact the nearest

police station or cybercrime unit.

Do Not Engage: Never share personal or financial

information with the caller.

File an Official Complaint: Provide details such as the

caller'snumber and any demands made.

Fraudsters evolve their tactics continuously, often
impersonating law enforcement to create a sense of
urgency and fear. Awareness and prompt reporting
are essential to protect individuals and communities

from such scams.
The Uniform

Wearing the uniform has been a transformative
experience for Abhishek Modi. It has instilled a sense
of discipline, empathy, and responsibility in him.
The uniform represents not just authority but a deep
sense of duty to serve the community. It has kepthim
humble, emphasising service over self, and has
allowed him to help the marginalised and

vulnerable, ensuringjustice, security, and hope.

For Abhishek, the uniform is not just a symbol of his
profession; it is a way of life that demands integrity,
commitment, and compassion. It serves as a constant
reminder that their actions and decisions have the
power to shape lives, protect communities, and
uphold justice. The uniform represents the privilege
and responsibility of serving with honour, guiding
officers like Abhishek in their mission to make a

positive differencein society. ]
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Digital Arrest: Navigating Cybercrime
in the Modern Era

Shukla Sinha Roy is the Inspector at the Cyber Crime Station, Lalbazar HQ, Kolkata Police

The Evolution

As the internet began to flourish in the late 20th
century, so did opportunities for criminal behaviour
online, including fraud, identity theft, and hacking.
This era marked the early stages of cybercrime,
where criminals began exploiting the blossoming
digital landscape.

By the early 2000s, the rapid rise of social media,
online banking, and e-commerce created new
challenges and opportunities for criminals and law
enforcement. These advancements allowed
fraudsters to gather personal information more
easily and to devise sophisticated methods to exploit
unsuspecting individuals.

Whatis a Digital Arrest Scam?

Digital arrest scams emerged as a subset of these
cybercrimes, becoming more common with the
rapid advancement of technology and the growing
dependence on digital communication for personal
and professional interactions. These scams exploit
individuals' fears of law enforcement and their
trust in official channels. Typically, scammers

impersonate police officers, government agencies, or
legal authorities, contacting victims via phone calls,
emails, or text messages. They claim the victim is
under investigation, has unpaid fines, or has
committed a crime, threatening immediate arrest
unless paymentis made.

Factors Fueling the Rise of Scams

Widespread availability of personal information
online: The increase in data breaches and
oversharing on social media has provided scammers
easy access to personal details.

Advancements in spoofing technology: Fraudulent
calls and messages appear legitimate, making it
harder for victims to discern scams.

Lack of public awareness: Many people remain
unaware of how these scams operate, making them
more susceptible.

Moreover, the anonymity of digital platforms
enables scammers to operate across borders,
complicating efforts to trace and prosecute them. As
technology evolves, these scams have become
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increasingly sophisticated, underscoring the urgent
need for heightened public awareness and
preventivemeasures.

How does it Work?

False Accusations: Scammers claim that the victim is
implicated in criminal activities, such as drug
trafficking or possessing illegal items.

Fabricated Emergencies: Victims may be told that a
loved one is in trouble, such as being in custody or
involved inanaccident.

Demand for Money: To resolve these fabricated
issues, victims are asked to transfer money
immediately.

Recommendations for Victims

Do Not Engage: Do not respond to messages or calls
claiming that you are involved in drug trafficking,
pornography, rape, or money laundering.

Do Not Transfer Funds: Never transfer money.

Government agencies do not request money to
conductinvestigations.

Protect Personal Information: Do not disclose
personal information online or to callers claiming to
be from a public utility company or bank.

Exercise Caution: Be skeptical. Government agencies
do not make accusations or perform arrests through
video calls.

Appropriate Actions to Take

Verify Caller Identity: Always confirm the identity of
individuals claiming to be from official agencies.

Avoid Immediate Payment: Do not transfer money
based on unsolicited calls or video requests.

Seek Assistance: Contact local authorities or
trusted individuals if you receive suspicious
communications. [ |
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Digital Arre'st
Kolkata Resident Defrauded of Over
Rs 3 Crores by Fraudsters

Digital fraud, now commonly referred to as 'Digital Arrest,' has taken on a new form, where

scammers deceive citizens under the guise of government officials. A recent case highlights the
severity of this issue involving a resident of South Kolkata who was defrauded of Rs 3.4 Crores.

n September, the victimreceived a call from an  document reference.The alleged officer informed the

unknown number. The caller claimed to be an  victim about an ongoing registered case, making

official from the Telecom Regulatory Authority  intimidating remarks that suggested the victim had
of India (TRAI) and accused the victim of committed a serious crime. Despite the victim's
uploading inappropriate content on a website called ~ claims of innocence, the caller asserted that the case
phoneerotica.com. The caller issued threats of  had been forwarded to the Cyber Crime Department
punitive measures, leading to panic and confusion.  and connected him to another individual claiming to
When the victim denied involvement, explaining his  be part of that division.
limited technical knowledge regarding mobile

This victim from Kolkata then received a WhatsApp

devices, the caller insisted that his phone number video call from a number that displayed the emblem

was connected to the alleged offending content. The of the Mumbai Police Department. The caller

caller warned that the number might be banned identified himself as Anand Ranga from the the

der TRAI lations, stating that had b . . .
under reguiations, stating that a case had been Cyber Crime Department, but refused to activate his

opened by the Mumbai Police. camera. He falsely claimed that the victim was
Following this, the victim was connected to a  involved in a money laundering case under the
landline call from someone identifying himself as  Prevention of Money Laundering Act (PMLA). To
Sub-Inspector Vikram Singh of the Mumbai Police,  further the deception, the caller accurately recited the

who provided his ID number (5017) and a case  victim's Aadhar Card number and pressured him to
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send a photograph of the card for alleged verification
related to a purported arrest warrant from the
Supreme Court of India. The victim, feeling coerced,
complied with this request.

The situation escalated when the caller sent a
document resembling a warrant issued by the
Supreme Court, which bore the victim's Aadhar Card
number. This alarming act caused significant distress
for the individual. The caller then inquired about the
victim's family situation, and upon discovering that
the victim's wife was paralysed, he resorted to
threats, stating that he would implicate and arrest the
victim's son unless he cooperated fully. He presented
three choices to the victim: travel to Mumbai for
surrender, face an immediate arrest by local
authorities in Kolkata, or adhere to the caller's

instructions.

Under immense pressure and fear, the victim
divulged sensitive information regarding his bank
accounts, fixed deposits, and mutual funds when the
caller requested his financial details. The caller
continued to intimidate the victim by sending a
document labelled 'CBI Consent in Terms of
Confidentiality Agreement,' which bore the CBI seal.
This document cautioned the victim against
disclosing any details to anyone, including family
members, under the threat of immediate arrest and
asset confiscation. The caller further claimed that the
victim was being monitored and implied that people
were following him to ensure compliance,
intensifying the victim's fear and anxiety.

The caller further claimed that under a government
scheme, black money could be returned through
third-party accounts. He went on to say that the only
way the victim can protect himself is by liquidating
his FDs, mutual funds and other investments, and
transferring the demanded accounts to the accounts
provided by the caller, over time. Even though the
victim insisted on his innocence, he was assured that
he would recover his funds once cleared of the
alleged charges. The caller pressured the victim into
liquidating his fixed deposits, mutual funds, and
other investments. He instructed the victim to
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transfer Rs 3,40,00,000 to various accounts provided
by him.

As the situation escalated, the caller used multiple
phone numbers to instil fear and to pressure the
victim. Over time, the caller offered vague updates
about an ongoing case against the victim, claiming
that progress was being made and that the
investigation would ultimately reveal his innocence,
leading to his discharge from the Prevention of
Money Laundering Act (PMLA) case. The victim,
unfamiliar with legal procedures and overwhelmed
by fear and trauma, placed trust in the misleading
reassurances provided.

However, after mid-October, the caller's behaviour
changed dramatically. He began to ignore the
victim's calls and messages, particularly when he
inquired about the progress of the case or the process
for reclaiming his money post-discharge. The
supposed police officer's responses grew
increasingly vague, and he ultimately blocked the
victim from most contact numbers, ceasing all forms
of communication. It became apparent to the victim
thathe had been deceived and extorted by a fraudster
during this ordeal. He realised the promises made
were false and the transactions were part of a well-
orchestrated scam.

This case serves as a cautionary tale about the
growing prevalence of digital scams and the
deceptive tactics employed by fraudsters to exploit
unsuspecting individuals. It highlights the
importance of being vigilant against such schemes
and verifying the legitimacy of any such calls or
claims made by alleged officials.

It is extremely important to be cautious of fraudulent
calls where scammers impersonate officials and
pressure innocent and gullible people into
transferring large sums of money for fake schemes.
These scams often exploit fear and urgency, tricking
victims into financial loss with false promises of
resolving legal or financial matters. |

Inputs:
Cyber Crime Station, Lalbazar HQ, KolkataPolice.
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Case Diary _ : |

Uncovering the
International SIM Card
Fraud Exploiting Innocent Indian Citizens

The development and use of SIM (Subscriber Identity Module) cards are closely tied to the evolution
of mobile telecommunications technology. Mobile phones began in the 1940s with vehicle-based
systems. The first handheld call was made in 1973 by Motorola, and the first commercial phone was
launched in 1983. SIM cards were developed alongside the growth of mobile telecommunications.
In the 1970s and 1980s, mobile phones were analogue and tied to specific networks, with no way to
transfer user information. In 1982, the GSM (Global System for Mobile Communications) project
was launched to standardise mobile communication, focusing on security and portability. By 1991,
GSM introduced SIM cards as a removable module to store subscriber details like phone numbers
and network credentials. This revolutionised communication, making mobile phones compact,
affordable, and essential for modern life. Today, SIM cards are central to mobile communications,

enabling secure connections to networks worldwide.

have become an essential part of the telecom

industry. In today's rapidly digitising world,
unauthorised SIM cards have emerged as tools for
cybercrime, endangering innocent individuals. A
recent case involving the Kolkata Police has shed
light on this issue and served as a wake-up call for
security agencies nationwide.

f ; ince the advent of mobile phones, SIM cards

In April 2024, the Customs Department intercepted
a shipment booked with DHL courier for Phnom
Penh, Cambodia. They discovered 361 pre-activated
Airtel SIM cards concealed in the lids of two filter
coffee bottles. Following this, the Intelligence
Bureau in Kolkata collected additional information
and investigated the matter. It was revealed that the
consignment was booked by an individual residing
in Kolkata.

Further investigation uncovered similar shipments
were made on previous occasions. Of the 361 SIM

vol-13, Issue-1 | 2025

cards, 243 were issued under the jurisdiction of the
Kolkata Police. Additionally, it was established that
these 243 Airtel SIM cards were registered under the
names of various people across West Bengal, with
the issuing agents located in the Topsia, Tiljala,
Ultadanga, Kasba, and Ashoknagar areas.

Mode of Operation (Modus Operandi)

A notice under Section 179 of the BNSS has been
served to individuals against whom SIM cards were
issued. According to their accounts, when they
visited the agent to obtain a new SIM card in their
name, they were asked to provide their fingerprint
using a morpho machine multiple times. When an
individual inquired the reason for this, the agent
explained that the SIM card could not be processed
initially due to network issues.

The agent took multiple SIM cards in the names of
unsuspecting individuals and attempted to send
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these SIM cards to Cambodia with the help of their
associates to commit offences.

Case Diary

incriminating documents, cash in various
currencies, mobile phones, laptops, foreign SIM

cards, and pen drives. The identities of the accused's
associates who were present in Kolkata at the time of
the offence were also uncovered through a detailed
investigation. Information was found regarding
fraudulent investments linked to one of the
companies owned by a foreign national. Notably,
one of the accused exchanged cryptocurrency witha
foreign national, returning the cash equivalent two
months later.

Investigation Details

Based on the collected documents and recorded
statements, fake, fictitious SIM cards were created
using electronic methods. These fake SIM cards
were later used as genuine ones and sent to foreign
countries like Cambodia. There, they were used to
carry out fraud, including investment scams and
other crimes. This case involves electronic forgery,

leading to cheating and victimising innocent people. The Anti-Bank Fraud Unit of the Detective

Department of Kolkata Police has made significant
progress in investigating an international SIM card
fraud. This operation involved exporting
pre-activated SIM cards in the names of
unsuspecting individuals, concealed in coffee
containers, to commit criminal offences and

Kolkata Police officials from the Anti-Bank Fraud
Section of the Detective Department seized
electronic devices, mobile phones, and blank SIM
card pouches from the arrested accused. The entire
operation seems to have been coordinated,
involving individuals connected with POS agencies,

employees of Airtel distributors, and foreign electronic forgery. .
nationals. Source:
A Myanmar national was arrested in a hotel in Anti-Bank Fraud Section, Detective Department,
Hyderabad, where police seized numerous Kolkata Police.
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he Headquarter Traffic Guard is one of the

most pivotal units under the jurisdiction of

the Kolkata Traffic Police, ensuring smooth
vehicular movement and time-sensitive assistance in
the heart of the city. It covers a total area of
approximately 4.62 square km. This unit plays a
crucial role in managing the intricate traffic
dynamics of Central Kolkata, an area that witnesses
heavy footfall due to its administrative, commercial,
and historical significance.

The Headquarter Traffic Guard oversees some of
Kolkata's most iconic heritage landmarks, many of
which date back to the colonial era, and continues to
serve as vital administrative and financial hubs.
Notable structures within its jurisdiction include Raj
Bhavan - the official residence of the Governor of
West Bengal, a heritage structure from the British
era; Writers' Building - the historic Secretariat
building of the State Government which is presently
undergoing renovation; Calcutta High Court - one of
the oldest High Courts in India, established in 1862;
Kolkata Police Headquarters (Lalbazar) - the nerve
centre of law enforcement in the city; Calcutta Stock
Exchange - a crucial financial institution; Reserve
Bank of India (RBI), Kolkata Branch - a key
institution governing monetary policies in the

4
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region, and numerous banks and financial
institutions.

Apart fromits administrative importance, this area is
home to some of Kolkata's largest and oldest
commercial districts. Key business zones include
Canning Street (Biplabi Rashbehari Bose Road) - a
major hub for wholesale trade, dealing in textiles,
electronics, and household goods; Rabindra Sarani -
famous for its bustling markets, particularly in
metalware, chemicals, and traditional Bengali goods;
the renowned electronics and hardware market -
Chandni Chowk, plus several other wholesale
markets that supply goods across the State and to a
large portion of Eastern India.

A Legacy of Traffic Management in Kolkata

The Headquarter Traffic Guard is the oldest traffic
guard under the jurisdiction of the Kolkata Traffic
Police. Its rich history dates back to the mid-20th
century, and it continues to be the cornerstone of
Kolkata's traffic enforcement.

Historical Evolution

Police archival records show that the Headquarter
Traffic Guard has been operational since 1953.
However, its roots trace even further back, as the
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building that houses it was originally known as
Lalkin Guard. This facility served as a barrack and
mess for Constables of the erstwhile Calcutta Police.
The term “Lalkin” is believed to be derived from “Lal
Dighi”, also called the Tank Square or Dalhousie
Square, the historic man-made water tank in the
heart of the city.

During 1952-1953, Sergeant R.D. Pandey was
assigned as the Officer-in-Charge (O.C.) of the Traffic
Guard.

In 1958, Inspector Narsdon Oliver Knight became the :
first Officer-in-Charge of this Traffic Guard, holding — 2 |
the rank of Inspector of Police.

Growth of the Kolkata Traffic Police

Between 1960 and 1970, Kolkata Traffic Police had
six traffic guards, namely, Headquarter Traffic
Guard, Jorabagan Traffic Guard, Shyambazar Traffic
Guard, South Traffic Guard, East Traffic Guard, and
South-West Traffic Guard.

perseverance.

“I always wanted to join the Force. In fact, I never
appeared for any other competitive examination in
my life. After my Higher Secondary examination, I
first applied for a job in the Indian Air Force. Later, I
responded to an advertisement for multiple
vacancies in the Central Police Organisation (CPO).
Infrastructure and Location I completed my graduation from Asansol College
and, in 1995, appeared for the post of Sergeant. That
decision changed my life forever. Now, as I approach
30 years in service, I take immense pride in my
profession every single day.”

The Headquarter Traffic Guard operates from 32/ A,
Brabourne Road, Kolkata - 700001. Before 1951, the
building was a single-story structure. As per details,
in 1952-1953, the building was requisitioned and
hired by the Calcutta Police, marking its official ~ A Career Spanning Nearly Three Decades
integration into the city's law enforcement
framework. In 2019, a major renovation of the
building commenced to upgradeits facilities.

Kanchan Hazra's career trajectory reflects a wealth of
experience across different divisions of the Kolkata
Police. He began his career in the Reserve Force,
Operational Expansion where he served for a brief period before moving into
active traffic management. His first major
assignment in the Traffic Department - South West
Traffic Guard - where he worked for six years,
provided him with hands-on experience in
managing one of Kolkata's busiest traffic corridors.
This was followed by an eight-year stint at Wireless
Control. It was one of the most defining phases of his
career. He says: “ Although I have spent most of my
career in the Traffic Department, my experience with
Officer-in-Charge, Headquarter Traffic Guard, = Wireless Control remains strongly etched in my
Kanchan Hazra: A Journey of Dedication and  memory. Back then, alongside the Traffic Police, the
Service Wireless Department functioned as a first responder.
There was a fully operational wireless wing, which
hasnow been diversified for better management.”

To enhance its operational efficiency, the
Headquarter Traffic Guard expanded its presence.
In 2005, an outpost was established at Sidhu Kanu
Dahar, equipped with modern technological
facilities. This outpost functions as a satellite unit of
the main office on Biplabi Maharaj Sarani, further
strengthening traffic enforcement in Central
Kolkata.

Born and raised in Niyamatpur, near Kulti in
present-day Paschim Bardhaman, OC Kanchan
Hazra is a testament to unwavering dedication and ~ The Nabanna Transition
commitment to service. His journey into law
enforcement is a story of single-minded focus and
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administrative headquarters of the West Bengal
government, a significant shift in governance
infrastructure took place. This transition
necessitated the creation of a new outpost to manage
traffic and security in the area, ensuring smooth
movement for government officials, ministers, and
other dignitaries.

Kanchan Hazra was entrusted with overseeing the
new outpost's operations. He stated, "It was indeed a
challenging task for our team. First and foremost,
Nabanna was traditionally outside the jurisdiction of
the Kolkata Police, so the entire adjustment required
careful planning and execution. Additionally, with
the administrative shift, all ministers,
representatives, and high-ranking officials had to
travel to Nabanna regularly. Given the importance
and challenges of this transition, we worked as a
strong, coordinated team and succeeded in our
efforts."

A Legacy of Leadership in Kolkata's Traffic
Management

While managing the Mandirtala Outpost, Kanchan
Hazra carried an additional responsibility-serving as
the Additional Officer-in-Charge (OC) of the
Vidyasagar Traffic Guard. His ability to multitask
and efficiently handle high-pressure situations made
him a key figure in Kolkata's traffic policing
framework.

In 2016, Kanchan Hazra was appointed as the
Officer-in-Charge (OC) of the Jadavpur Traffic
Guard where his leadership brought about
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significant infrastructural and operational
improvements. The Jadavpur Traffic Guard received
a complete makeover with the construction of a new
building adjacent to the Jadavpur Police Station. One
of his biggest challenges was regulating vehicular
movement in and around South City Mall, one of
South Kolkata's busiest commercial hubs. His
strategic planning helped ease congestion and
improve commuter safety. He also played a pivotal
role in the construction of the subway near the
Jadavpur 8B Bus Stand, which provided safer
pedestrian movement. He was also instrumental in
ensuring that the approach road to Gariahat Road
was widened and improved thereby reducing
bottlenecks in the high-traffic corridor.

In 2022, after years of impactful service across
various divisions, Kanchan Hazra was transferred to
the Headquarter Traffic Guard where he became its
Oftficer-in-Charge. Sharing his thoughts about his
latest posting, Hazra says: “Considering the
jurisdiction of our Traffic Guard, we work around
the clock to ensure smooth passage of vehicles. The
high-density population, narrow lanes, and
increasing vehicular traffic do not make the task
easy. We believe in a modern, scientific approach to
traffic policing where the comfort of pedestrians and
commuters is not compromised. At the same time,
road safety and security remain our top priority.”

Commitment to Emergency Response

Throughout his distinguished career in the Kolkata
Traffic Police, Kanchan Hazra has witnessed and
responded to numerous critical incidents, often
taking direct action in rescue operations. His
proactive approach and quick thinking have saved
lives in high-pressure situations.

“My colleagues are aware that I always keep a
crowbar and a chopper in my car for rescue
purposes,” he shares, underscoring his readiness for
emergencies. One such dramatic rescue occurred
during his tenure at the Mandirtala Outpost where a
Tata Ace (Chota Hathi) was involved in a severe
collision, leaving the driver trapped as the steering
column had wedged tightly against him. Time was
running out for the fire brigade to arrive and
extricate him safely. A quick-thinking Kanchan
Hazra used his crowbar to bend the steering,
successfully freeing the driver and ensuring his
survival.
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In another recent incident, his prompt action saved a
driver who had fallen unconscious inside a locked
vehicle. Hazra used his crowbar and chopper to
break the glass, enabling a rapid rescue. The driver
was swiftly rushed to the hospital, receiving timely
medical attention.

A Midnight Rescue

In another incident, a few years ago, on a stormy
night, Kanchan Hazra was returning home in his
Tata Sumo when torrential rain lashed the city. Just
as he approached the Majherhat Flyover, he noticed
a car with its backlight on, motionless in the
downpour. Something felt off. His instinct told him
to stop. Drenched in rain, he approached the vehicle
and found a man in the driver's seat, visibly
distressed. His car had broken down, and inside
were his wife, children, and elderly
parents —stranded in the middle of the night with no
way to get home. Without hesitation, Hazra
arranged for a breakdown van and offered the
stranded family his vehicle, ensuring they reached
their home safely in Sarsuna. Though he reached
home way past 1:00 a.m., he did not feel
inconvenienced but felt a deep sense of satisfaction.

He says, “The police uniform gives us such \E@T
opportunities to stand by citizens in their hour of
need."

by hindware

Navigating Agitation and Stress in Law
Enforcement

officer must develop to thrive in this profession. It is
crucial to maintain a structured lifestyle, balanced
diet, and good physical fitness. On days when I am
not on morning shifts, I make it a priority to jog and
perform physical drills in the Maidan area. A healthy
lifestyle is important for everyone, but it is especially
vital for those in uniform; itis a necessity." u

In an era where patience and perseverance are
crucial for handling high-pressure situations, the
aftermath of the RG Kar incident proved to be a
litmus test of the resilience of the Head Quarter
Traffic Guard personnel. Hazra recalled, "Believe
me, it wasn't easy. We faced numerous situations
where processions and protests occurred
simultaneously, requiring our constant vigilance. In
one incident, we found ourselves surrounded by a

group of agitated individuals who were angry about CO M P LET E RA N G E 0 F

the trafficjam. Werelied on patience, maintained our
composure, and worked to de-escalate the situation. LEAD FR E E
Years of experience have taught me that keeping a ; e
cool head is often the best solution." @ Pipes & Fittin
@ Bath Fittings

There is immense mental strain that comes with

police work. Hazra strongly advocates for a simple
and balanced approach to stress management. 0 1 800'571 '6655
"Managing stress is an essential skill that every & www.truflopipes.com
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Taltala Women Police Station:

Empowering Change 24x7

Team PROTECTOR

he Taltala Women Police Station is one of

the most important police stations in the

heart of Central Kolkata. It is responsible
for nine police stations in the Central Division,
which include Bowbazar, Burrabazar, Girish Park,
Hare Street, Jorasanko, Muchipara, New Market,
Taltala, and Posta. The Station was officially
inaugurated on January 13, 2017, and it has a total
strength of 27 personnel.

The Officer-in-Charge of the Station, Shrinkhala
Sharma, emphasised the positive impact this
police station has had in the community, saying,
"This police station has made a positive difference
locally. Previously, women would only visit the
police station during the day to file complaints.
Now, they find the station to be more accessible
and welcoming. This transformation has helped
build the confidence of women in our society. We
handle a variety of complaints, ranging from
domestic violence to cybercrime, and we strive to
ensure that justice is served so that they can return
home with a smile." Shrinkhala Sharma,

Officer-in-Charge (OC), Taltala Women Police Station
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Shrinkhala Sharma is a seasoned and decorated
police officer who joined the Force in 2004. She was
born and raised in Kalimpong. Shrinkhala
completed her undergraduate studies at Loreto
College in Darjeeling, followed by her postgraduate
degree in Siliguri. She later earned a Bachelor of
Education (BEd) from Darjeeling. "Initially, I
prepared for jobs related to academia. However,
after the sudden loss of my mother, my perspective
on life changed significantly. I decided to follow in
my sister's footsteps - that as a woman in Khaki.
This decision led to a life-changing journey, and I
have now completed 20 years in uniform within one
of the best police forces in the world."

After completing her 15-month training, Shrinkhala
Sharma joined the South Port Police Station in 2006.
A year later, she transferred to the Park Street Police
Station, and then to the Beniapukur Police Station,
where she served for three years. After spending
five years at the Karaya Police Station, she returned
to the Park Street Police Station, this time being
promoted to Officer-In-Charge of the Women
Grievance Cell at Lalbazar Headquarters.
Following a brief tenure as the Officer-In-Charge of
the Ultadanga Women Police Station, she took on
the role of Officer-In-Charge at the Taltala Women
Police Station.

The Formative Years

"As I am from the hills, my Bengali was not very
good. Thankfully, in the Port Division, I had no
trouble communicating with the Hindi-speaking
population. Looking back now, I feel extremely
fortunate to have joined the police service and to
serve society. Initially, [ was very skeptical when my
sister joined the police. My first visit to a police
station was when she started her career. However,
as 1 learned more about this profession—the
opportunity to listen to people's problems, address
their complaints, and help them achieve justice —1
became grateful for my role in the Kolkata Police
Force," says Shrinkhala, reflecting on her
commitment to the job.

Experience Working in the Women Grievance
Cell

“When I began my career at a general police station,
the system and environment were quite different.
Over the years, it has become more accessible. At the
Lalbazar Women Grievance Cell, I had the

opportunity to listen to the complaints of distressed
women and families in urgent need of help.
I empathised with them and provided counseling.
Whether it involved abuse, torture, trauma, or
violence, these experiences profoundly changed
me. | handled various cases, many of them critical,
and assisted the victims and their families in
pursuing justice through legal channels. Overall,
this experience made me more efficient, resilient,
and truly dutiful in my role,” remarked Shrinkhala
Sharma.

Examining the complaints received at the Taltala
Women Police Station, it is evident that the
demographics are similar to those in Beniapukur,
Karaya, and other areas of Central Kolkata. Most
registered cases involve incidents of domestic
violence, rape, and POCSO (Protection of Children
from Sexual Offences). Women from
underprivileged sections of society often approach
the officials at Taltala Women Police Station in
distress.

“In many instances, married women do not wish to
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take action against their husbands. Instead, they
request us to talk to them, hoping to prevent further
violence. However, these women frequently return
the next morning with bruises and cuts. In such
cases, we are obligated to intervene. Additionally,
we receive complaints of rape, where women are
given false promises of marriage that never
materialise. POCSO cases involving minors are also
prevalent. We are also increasingly receiving
complaints regarding various forms of cybercrime
affecting women,” added Shrinkhala Sharma.

Fighting the Mental Health Clock

The mental health challenges faced by men and
women in uniform are ever-present. "My biggest
stress reliever is my daughter. Whenever I'm home,
I fully immerse myself in my role as her mother. I
teach her English and Social Studies. I recently lost
my pet dog, which was difficult, but when I'm with
my daughter, I focus entirely on her. This certainly
helps reduce my stress. When I return to my
uniform, I leave everything else behind. I dive
deeply into each case and make sure that I read
everything thoroughly. After all, no woman comes
to the police station for a casual visit; something
must have happened that has troubled or distressed
her. Proper investigation is our priority, and we
have a duty to seek justice for the women who reach
out to us for help. In this respect, I must admit that
wearing the uniform offers us a unique opportunity
thatno otherjob or profession can provide," remarks
OC Shrinkhala Sharma.

“In one particularly heartbreaking case under the

jurisdiction of Karaya Police Station, I had the
privilege of being part of a team that rescued a
young girl who had been subjected to unimaginable
abuse by her own father. Along with her, we also
ensured the safety of her little sister, sparing her
from the same brutality. Today, I am filled with
immense relief and hope as I see the girl thriving ina
respected organisation, while her sister prepares
with determination for her Board exams.

This experience stands as a testament to what
Kolkata Police is all about - being there for our
citizens, day in and day out, through both the
darkest times and the brightest. It is moments like
these that remind us of the power of community and
the profound impact of standing together in the face
of adversity. Today, we continue our work by
empowering young women with self-defence
workshops, because awareness and education are
essential in preventing violence. Every step forward
isastep toward a safer, stronger society."

The Taltala Women Police Station operates as a
united, compassionate team, wholeheartedly
dedicated to serving and protecting the community.
It is the goal of every team member that they can
offer support and make a difference in the lives of
those who need it most. They also hope that Taltala
will not only continue to uphold these values but
will also set a benchmark for other women police
stations across the country. Together, they aim to
lead by example, proving that empathy, dedication,
and collaboration are the pillars of effective service
inlaw enforcement. u
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Burtolla Police Station:
Legacy, Service and Strength

Ranabir Bhattacharyya, Team Protector.

Established in 1888, Burtolla Police Station stands as one of
the oldest police stations in India, a sentinel of justice
woven into the rich cultural tapestry of the North and
North Suburban Division of the Kolkata Police Force.
Nestled at 1, Raja Rajkrishna Street, this historic
institution is more than just alaw enforcement hub -

it is a testament to the enduring values of duty,
discipline, and dedication. With its red-bricked

facade and towering watchtowers, remnants of

the British era, Burtolla Police Station
seamlessly bridges the past with the present,
preserving tradition while embracing

modern efficiency.

Guardians of the City

Spanning an estimated area of 1.471786 sq. km,
Burtolla Police Station is home to a formidable team
of officers committed to maintaining peace and
order. The Force includes two Inspectors, twelve Subarna Dutta Chaudhuri,
Sub-Inspectors, one Lady Sub-Inspector, two Officer-In-Charge (OC), Burtolla Police Station
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Sergeants, seventeen Assistant Sub-Inspectors,
three Assistant Sub-Inspectors, forty-nine
Constables, seven Lady Constables, thirteen Home
Guards, thirty Civic Volunteers, and eighteen Lady
Civic Volunteers - each playing a crucial role in
ensuring the safety of the community.

Community Policing

At Burtolla Police Station, law enforcement goes
beyond crime prevention. Various community
outreach initiatives, such as Pronam (dedicated to
senior citizens), regular health checkups, puja
parikrama, and emergency medical assistance, have
strengthened the bond between the police and the
people. The Nabadisha Project, a Kolkata Police
initiative aimed at uplifting underprivileged
children, provides private tuition to around thirty
students from Pre-Primary to Class V. Additionally,
the Station recently hosted the 1187th Blood
Donation Camp, an integral part of Utsarga, a
tlagship initiative of the Community Policing Wing
of Kolkata Police, promoting voluntary blood
donation, was held at the Burtolla Police Station
ground.

The Man Behind the Badge: Subarna Dutta
Chaudhuri

Officer-In-Charge (OC) Subarna Dutta Chaudhuri
embodies the spirit of service and resilience.
Reflecting on his journey, he shares, “This area is a
living testament to North Kolkata's heritage. The
warmth of the people here is unmistakable. From
bustling markets and metro stations to hospitals
and educational institutions, Burtolla is a
manifestation of Kolkata's vibrant life.”

Speaking about his journey as a police officer, he
shared, “I am the first in my family to join the police
force. I completed my schooling at Julian Day,
Ganganagar, and later pursued a degree in Zoology
from Jaipuria College. Since childhood, I had
dreamed of joining the Indian Army. Incidentally,
my family runs a solicitor firm, and I also completed
my LLB. Being an only child, I had one condition—1I
would stay in Kolkata with my parents. In 1996, my
dream came true when I joined the Kolkata Police,
marking the beginning of anincredible journey.”

Incidentally, Subarna Dutta Chaudhuri began his

journey in uniform at Tangra Police Station before
being transferred to Phoolbagan Police Station.
He then had a brief tenure at the State Vigilance
Commission, followed by successive postings at
Shakespeare Sarani and Bhawanipur Police
Stations. As a Second Officer, he was assigned to
Burtolla Police Station, where he served until 2014.
After a three-month stint at Lake Police Station, he
spent two and a half years at Kasba Police Station.
As Officer-in-Charge, he led West Port, followed by
postings at Tiljala and Ultadanga, before ultimately
taking charge as the OC of this historic police
station.

Trials, Triumphs and an Unwavering Resolve

“There are some incidents that remain etched in our
memories. During my first stint at Burtolla Police
Station, a robust man was found dead in a brothel in
Sonagachi. One of our departmental colleagues was
tasked with investigating the mysterious death.
Three months later, the post-mortem report
revealed that the man had died by manual
strangulation. Interestingly, the deceased had a
live-in partner, a thin and frail-looking woman, who
was with him on that tragic day. Circumstantial
evidence pointed to her as the possible suspect.
However, concrete proof was necessary to present
to the court. It is known that a person is most
vulnerable during sexual intimacy. If someone is
strangled during such an intimate moment, death
can occur almost instantly.” This entire incident and
the method of operation truly underscored the
medico-legal expertise of the Officer in Charge
(0Q).

The highly publicised RG Kar incident caused
significant stress for all of us involved. We faced
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strong criticism, but the most challenging aspectwas ~ became a major concern for us. A gang had brutally
the social ostracisation we endured, which was truly ~ assaulted a man and fled with 34 Lakhs. At West Port
unimaginable. I live in Salt Lake, and whenever  Police Station, we had a dedicated team determined
someone passes away in our community, I make  to bring them to justice. We hunted them down and
sure that all necessary arrangements are handled  were able to identify the suspects. Two days after
appropriately. However, after this incident and the  this incident, on June 29, as we were doing a
ensuing protests, our community became divided. It thorough check on the same flyover, three
was an unpleasant experience that we did not  individuals on three motorcycles attempted a
deserve. During the COVID-19 pandemic, I faced  sjmilar tactic. We went in hot pursuit after them. At
physical segregation as a frontline worker. Yet this  ype point, T became separated from my team and
time, many of my acquaintances turned against me managed to grab hold of one of the bikers. However,
simply because I am a police representative. That g suspect on a Royal Enfield accelerated, causing

was shocking, to say the least. My daughters, who  11a {5 Jose balance and crash onto the road, with
were still in school and college, also went througha 1,104 pouring out from my wounds.

tumultuous time as they were not spared from the
backlash. This was especially painful for me. [ am  Despite my condition, I managed to note down the
very grateful for my school friends who stood by me number plate details before reaching Garden Reach
through thick and thin. I can only say that as a  State General Hospital. Doctors confirmed a severe
member of a law enforcement agency, we must hand fracture, necessitating an emergency operation
exercise patience during these times. We work  ata private hospital, where the Department ensured
tirelessly in accordance with the law, and I truly  Ireceived the best possible care.

believe that truth will prevail. I also believe that,
ultimately, time will heal everything,” remarked the
veteran police officer.

It was the peak of the COVID-19 pandemic, and the
private nursing home felt like something out of a
horror story. However, within my capacity as a
An Officer with an Unyielding Spirit police officer, I extended help to the COVID patients
around me. Since I was not a COVID patient, I was
allowed to keep my mobile phone, and I used it to
the best of my ability to assist others. I was finally
discharged on July 7. That experience changed me
forever."

Subarna Dutta Chaudhuri has been recognised with
numerous awards throughout his distinguished
career. With strong credentials in medico-legal
matters, he has been instrumental in solving
complex cases, earning widespread praise for his
investigative breakthroughs. His academic  While Burtolla has long dealt with the challenges of
foundation in Zoology, coupled with further studies  its red-light district, the rise of cybercrime presents a
in Physiology and human anatomy, has provided  new frontier of challenge to the police. The police
invaluable insights for the Department in critical  station remains proactive, engaging with citizens,
investigations. especially the elderly, through digital awareness
programmes and WhatsApp groups. The Station's

A marksman of exceptional calibre, he is regarded as ) o )
recent swift action in the heinous case of a seven-

one of the finest shooters in the police fraternity,
having won three gold medals and four silver
medals while representing the Kolkata Police. He
was honoured with the Seva Padak in 2011 and the
Bravery Award in 2021 for his dedication and
service. As he nears his 30th year in service, Subarna Dutta

Chaudhuri remains unwavering in his belief: “You
can do all the good things in police uniform.” His
journey is not just one of duty but of inspiration-
proof that true leadership is defined by courage,

compassion, and an unbreakable commitment to
[ |

month-old baby's assault epitomises their relentless
pursuit of justice.

LeavingaLegacy

One of the most defining moments of his career was
the West Port incident, where he sustained severe
injuries in the line of duty. Recalling the harrowing
experience, he shared:

“In 2021, a dacoity on the Garden Reach Flyover justice.
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The Growing Threat of Digital Arrest
and Its Impact on Society

Bivas Chatterjee is a Special Public Prosecutor, Cyber & Electronic Evidence, Govt of West Bengal.

In today's world, particularly in India, one of the most common forms of cybercrime is digital
arrest. In this clever scam, scammers imitate law enforcement personnel to extract enormous
sums of hard-earned money from unsuspecting middle-class residents. This crime has grown to
terrifying proportions, frequently involving well-coordinated, cross-border criminal networks
that operate with meticulous planning and sophisticated technology.

Such fraudulent actions are more than just individual scams; they pose a significant economic
hazard, draining resources from victims and damaging financial stability. In essence, digital arrest
is a sort of economic terrorism, waging an economic war against the country.

Modus Operandi

Initially, scammers call a potential victim and scare
them with arrest or harsh repercussions while
pretending to be police officials. They utilise a
variety of strategies to persuade the victim that they
are involved in a criminal case. To capture the
victim's faith, scammers transmit fake and
fraudulent documents pretending to be issued by
various police departments. They even force the
victim to engage in a video call while they pretend to
be police officers, wearing a police uniform.

Several cases of digital arrest have been reported
across the country, highlighting the urgent need for
awareness and preventive measures. Here are some
notable instances:
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(A) Bangalore Victim Held Under Digital
Arrest

The North East Division Cybercrime Police have
registered a case where fraudsters, posing as officials
from the Telecom Regulatory Authority of India
(TRAI), manipulated and extorted a victim by falsely
implicating him in financial crimes.

The scammers threatened the victim with
prosecution under the Prevention of Money
Laundering Act, 2002, claiming that his bank
accounts were under investigation. Under constant
intimidation, he was virtually held hostage for
nearly a month while they accessed his bank
accounts and transferred large sums of money.

To make the deception more convincing, the

‘Che Kolkata PROTECTOR



Legal Lens

criminals falsely accused him that his SIM card is ~ refunded after verification.
linked to fraudulent activities, with an alleged case
registered by the Mumbai Police. They also accused
him that his Aadhaar card is being misused toopena A disturbing case of digital arrest fraud was recently
bank accountinvolved in money laundering. Fearful ~ reportedin West Bengal, where a victim was coerced
of legal consequences, the victim complied with  intotransferring=1 Core under false pretenses.

Digital Arrest Casein West Bengal

their demands, resulting in significant financial loss. The victim received a WhatsApp call from someone
(B) Japanese Man Falls Victim to Digital pretending to be a Sub-Inspector of the Mumbai
Arrest Police. The fraudster falsely claimed that the victim's

name had been associated with a financial fraud case
due to insolvency concerns. To make the hoax
appear real, the scammer provided fake legal
documents with the victim's name incorrectly
recorded as an accused party.

In another worrisome case, a Japanese national
working in Bengaluru was robbed of X35.5 Lakhs by
cybercriminals acting as Mumbai Police officers. The
scammers falsely accused him of involvement in a
money laundering case. They intimidated and
tricked him to extract a huge payment. The victim

first received a call from someone impersonating a

Telecom Regulatory Authority of India (TRAI) Under intense psychological pressure, the fraudster
prevented the victim from stopping the call, thus

placing him under digital arrest. The victim was
forced to deposit X1 Crore into numerous accounts,
which he provided with IFSC data over WhatsApp
chat. The conversation recordings clearly reveal the
(C) Karnataka Government Employee scammer's urgent instructions to transfer the funds
Defrauded of X19 Lakhs rightaway.

The caller intimidated the victim and his wife,
threatening to arrest them if he did not comply.

official. The scammers digitally arrested and coerced
him into transferring %35.5 Lakhs under false
pretences of clearing his identity from fictitious
accusations.

A Karnataka State Government employee was Investigation and Evidence Collected
digitally arrested for six hours by someone
impersonating himself as a Mumbai Crime Branch
officer. The fraudster said that the victim's SIM card
was being used for criminal activities and subjected
him to severe harassment, ultimately swindling
%19 Lakhs from him. The victim was detained in a The bank statements containing the debit details
video conference for six hours while the fraudster =~ have been seized from the complainant, and the
conducted a fake online investigation, during which ~ authenticated bank account statement, which
he obtained important financial information. The  includes fraudulent debit transactions, provides
victim lost his hard-earned money as a result of the ~ clearevidence of the crime.

incident. The authenticated Bank AOF (Account Opening
(D) Elderly Woman Duped of 25.66 Crores Form), KYC (Know Your Customer), and statements
from all first-layer beneficiaries have been collected.
These documents provide crucial evidence that the
amounts were credited to the fraudulent accounts
and subsequently utilised via instant transfers.

The investigation into this digital arrest scam has
revealed a highly organised financial fraud network.
Authorities have gathered crucial evidence, leading
to significant breakthroughsin the case.

In a shocking case, a 69-year-old woman lost a
staggering 25.66 Crores after being digitally arrested
for nearly 20 days in a Skype call. Following a
pattern similar to other scams, the fraudsters falsely
claimed that her mobile number, linked to her The fraudulent accounts were opened using forged
Aadhaar, was connected to a money laundering documents by the accused and their associates,
case. Under the pretence of verifying her financial allowing for immediate transfers of funds to other
status, they convinced her into transferring all her ~ accounts. This indicates that the caller, the account

funds, falsely assuring her that the money would be holders, and others are all part of a criminal
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conspiracy and are liable for the crime.

The account in question is registered in the name of
one of the fraudsters, and the transactions are clearly
reflected in the statement. Additionally, numerous
NCRP (Non-Cognizable Report) complaints have
been filed against this bank account.

The seized statement from the complainant, along
with the authenticated statements collected from the
bank, further confirm the fraudulent transactions.
By analysing the various authenticated account
opening forms, KYC documents, and bank
statements, investigators have successfully cracked
the criminal gang involved.

The person impersonating as a Sub Inspector of the
Mumbai Police set a trap for the victim using the
‘Digital Arrest’ tactic. The impersonator shared the
account details of a key criminal via WhatsApp to
enable the deposit of the money.

CDR (Call Data Records) and other TSP (Telecom
Service Provider) data were used to establish
connections between various apprehended
offenders. The phones used in the crime were taken
from the accused's possession. Furthermore, other
bank accounts belonging to other individuals and
businesses were recovered from their possession.

A bank employee who activated numerous
important bank accounts related to the crime is also
being investigated. The chief fraudster, who leads a
team based in Cambodia, oversees a network of
similar crooks participating in the commission of
these digital crimes.

Seventeen people have been arrested thus far, and
investigationis ongoing.

A Heartbreaking Impact

Perhaps the most heart-wrenching aspect of this case
is that the victim's wife is undergoing a cancer battle.
They have now lost their entire life-savings to
fraudsters. Left with no financial resources, they are
now struggling to afford the expensive cancer
treatment, making this crime not just a financial
disaster but also a life-threatening nightmare for the
victim's family.

Global Nexus of Digital Arrest Crimes

Investigations into digital arrest scams have
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revealed a highly organised international
cybercrime network. Strong evidence suggests that
these crimes are being orchestrated from various
parts of the world, making law enforcement efforts
highly challenging.

A significant portion of these crimes is being
operated from Cambodia, Hong Kong, and other
foreign jurisdictions. Many of these countries lack
mutual legal assistance (MLA) and extradition
treaties with India, creating significant legal and
investigative roadblocks. Lack of official
cooperation agreements between India and foreign
countries restricts the authority to trace, detain, and
punish the primary criminals.

Investigators have had limited success in cracking
down Indian-based facilitators, while the
masterminds continue to operate from abroad with
impunity. The fraud funds are transferred to Indian
bank accounts, which are frequently opened using
false paperwork. These funds are subsequently
translated into digital currencies like cryptocurrency
and transmitted to anonymous overseas wallets,
making financial tracking nearly impossible.

Digital Arrestand Digital Slavery

During investigations into digital arrest and digital
slavery, it was discovered that young people from
India were lured to lucrative jobs in Cambodia and
other parts of the world. However, upon arrival,
their passports and other documents are seized, and
they are forced to work in fraudulent call centres.
These individuals are then coerced into committing
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crimes by impersonating law enforcement officers so
they can then extort money from victims. The
fraudsters send forged documents bearing the logos
and stamps of various law enforcement agencies.
They even wear police uniforms during video calls.
The victims, upon seeing the official appearance of
the perpetrators, are intimidated and manipulated,
often divulging their financial details. As a result,
their hard-earned money is siphoned off without
their knowledge.

Challenges of Investigating Digital Arrest
Crimes

Despite digital arrest being one of the most prevalent
crimes in the virtual world today, investigations
remain a significant challenge for law enforcement
agencies across India. Some of the key hurdles
include:

1) Cross-Border Investigation

A significant portion of these crimes is committed
from countries outside of India, leading to
challenges typically faced in trans-border crime
investigations. The international nature of these
offences complicates coordination and evidence
collection, especially when perpetrators are based in
regions where India has limited legal cooperation.

2) Dealing with Cryptocurrency

In many cases, large sums of money are converted
from Indian Rupees to cryptocurrencies, facilitating
more seamless international transactions for the
fraudsters. Investigating the money trail becomes
extremely difficult, as digital currencies are harder to
trace. When Indian perpetrators are arrested, it is
often discovered that they only receive a small
fraction of the stolen funds. Indian agencies largely
depend on international conversion portals to track
the flow of money, but this method poses a major
limitationin gathering concrete evidence.

3) False and Fraudulent KYC Verification

Thousands of fraudulent bank accounts are created,
often with the assistance of corrupt bank officials
who facilitate the movement of stolen funds. The
coreissue here is fake KYC verification which allows
criminals to bypass regulatory checks. In one recent
case in Bengal, investigators uncovered thousands
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of fake accounts created specifically to handle illicit
transactions. These accounts serve as a layer upon
layer of fraudulent channels, through which stolen
money is funnelled to the fraudsters.

4) Lack of Awareness

A significant challenge is the lack of awareness
among the public, particularly among senior
citizens, who are often the primary targets of such
scams. When victims are digitally detained, they
often fear cooperating with law enforcement,
worried they might be falsely accused or prosecuted.
By the time victims realise they have been scammed,
the crime has already been carried out, making it
much harder to trace the evidence.

5) Training of Investigating Agencies

A critical need for law enforcement agencies is
specialised training in digital crime investigations.
Investigating officers must be equipped with the
knowledge and skills to tackle this gruesome
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economic terrorism that is widespread across India.
Without this expertise, the ability to effectively
counter these crimes remains limited.

The Most Effective Remedy: Awareness

The simplest and most effective remedy is
widespread awareness. It is crucial to inform the
public, especially senior citizens, that digital arrest is
part of a well-organised criminal network. Many
victims are unaware of the severity of the crime until
it is too late. Once the funds are siphoned off, often
beyond India's borders, it becomes nearly
impossible to recover the stolen money. Raising
awareness about this form of crime and its
consequences is essential to protecting vulnerable
individuals from falling victims to such scams.

Penal Law Provisions for Digital Arrest Cases
Accordingto Bharatiya Nyaya Sanhita (BNS), 2023

The following sections of the Penal Law should be
invoked in subsequent cases related to digital arrest:

1. 319(2) BNS: Whoever cheats by personation shall
be punished with imprisonment of either
description for a term which may extend to five
years, or with fine, or with both.

2. 318(4) BNS: Whoever cheats and thereby
dishonestly induces the person deceived to deliver
any property to any person, or to make, alter or
destroy the whole or any part of a valuable security,
or anything which is signed or sealed, and which is
capable of being converted into a valuable security,
shall be punished with imprisonment of either
description for a term which may extend to seven
years, and shall also be liable to fine.

3. 338 BNS: Whoever forges a document which
purports to be a valuable security or a will, or an
authority to adopt a son, or which purports to give
authority to any person to make or transfer any
valuable security, or to receive the principal, interest
or dividends thereon, or to receive or deliver any
money, movable property, or valuable security, or
any document purporting to be an acquittance or
receipt acknowledging the payment of money, or an
acquittance or receipt for the delivery of any
movable property or valuable security, shall be
punished with imprisonment for life, or with

imprisonment of either description for a term which
may extend to ten years, and shall also be liable to
fine.

4.336(3) BNS: Whoever commits forgery, intending
that the document or electronic record forged shall
be used for the purpose of cheating, shall be
punished with imprisonment of either description
for a term which may extend to seven years, and
shall also beliable to fine.

5. 61(2) BNS: Whoever is a party to a criminal
conspiracy - (a) to commit an offence punishable
with death, imprisonment for life or rigorous
imprisonment for a term of two years or upwards,
shall, where no express provision is made in this
Sanhita, for the punishment of such a conspiracy, be
punished in the same manner as if he had abetted
such offence; (b) other than a criminal conspiracy to
commit an offence punishable as aforesaid shall be
punished with imprisonment of either description
for a term not exceeding six months, or with fine or
with both.

6. 351(2) BNS: Whoever commits the offence of
criminal intimidation shall be punished with
imprisonment of either description for a term which
may extend to two years, or with fine, or with both.

7.317(4) BNS: Whoever habitually receives or deals
in property which he knows or has reason to believe
to be stolen property, shall be punished with
imprisonment for life, or with imprisonment of
either description for a term which may extend to ten
years, and shall also be liable to fine.

8. 66C ITAA (Information Technology
(Amendment) Act, 2008: Whoever, fraudulently or
dishonestly make use of the electronic signature,
password or any other unique identification feature
of any other person, shall be punished with
imprisonment of either description for a term which
may extend to three years and shall also be liable to
fine which may extend to rupees one lakh.

9. 66D ITAA 2008: Whoever, by means of any
communication device or computer resource cheats
by personation, shall be punished with
imprisonment of either description for a term which
may extend to three years and shall also be liable to
fine which may extend to one lakh rupees. u
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Safety Measures

Securing the Digital Frontline:
An Engineer's Perspective on ;- -
Data Security in Law Enforcement
Software Applications =

Rajarshi Ghosh is a Senior Manager at Kadel Labs Pvt. Ltd.

In today's interconnected world, law enforcement agencies
depend heavily on software applications to handle sensitive
information, carry out investigations, and maintain public safety.
This reliance, however, comes with increased vulnerability to cyber
attacks. Ensuring data security is not merely a technological issue;
it is a vital aspect of contemporary policing that significantly
influences operational efficiency, public confidence, and national
security. This article examines the fundamental principles,
challenges, and recommended practices for enhancing the security
of software applications within law enforcement agencies.

Importance of Data Security in Law digital evidence retrieved from mobile devices and
Enforcement computers. Protecting this vast amount of
information requires a robust system and a

Police organisations manage a wealth of sensitive . )
proactive approach to emerging threats.

information, including;:

e Personal Identifiable Information (PII): Details Key Threats to Software Applications

about citizens, suspects, and officers. 1. Ransomware Attacks: Cybercriminals encrypt
critical data and demand payment for its release,
disrupting operations and potentially halting
critical services.

e (Case Files: Evidence, witness statements, and
legal documents.

e Operational Data: Tactical plans, surveillance

feeds, and patrol schedules. 2. Data Breaches: Unauthorised access to sensitive

information by hackers or insiders can result in
leaked intelligence, compromised investigations,
and legal liabilities.

e Criminal Records: Databases of past offenders
and ongoing investigations.

There can be devastating consequences if this data is 3
compromised. It will jeopardise investigations and
expose officers to personal risks. Moreover,
breaches erode public trust in law enforcement's
ability to protect the communities they serve.

. Phishing and Social Engineering: Exploiting
human vulnerabilities through deceptive emails,
messages, or calls to gain access, to systems or
sensitive data.

4. Zero-Day Exploits: Attacks on previously
unknown vulnerabilities in software which can
go undetected for extended periods.

In addition, as technology advances, the volume of
data collected and stored by law enforcement
agencies continues to grow. This includes video
surveillance, body-worn camera footage, and
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Safety Measures

authorised personnel who misuse their access to
sensitive information.

6. Supply Chain Vulnerabilities: Risks introduced
through third-party software, hardware, or
service providers that may not adhere to strict
security protocols.

7. Distributed Denial of Service (DDoS) Attacks:
Overwhelming systems with traffic to disrupt
services and hinder critical operations.

Principles of Data Security

To address potential threats, law enforcement
agencies should follow these key principles:

1. Confidentiality

It is essential to ensure that sensitive information is
accessible only to authorised personnel. Techniques
to achieve this include:

Encryption: Protect data both at rest and in transit to
prevent unauthorised access.

Multi-Factor Authentication (MFA): Implement
access control measures that verify user identities
through multiple methods.

Role-Based Access Control (RBAC): Restrict access
based onindividual jobresponsibilities.

2. Integrity

Safeguard data against unauthorised modifications
to maintain its accuracy and reliability. Measures to
ensure data integrity include:

Digital Signatures: Utilise these to verify the
authenticity of data and prevent tampering.

Regular Integrity Checks: Use hashing algorithms to
identify any discrepancies in the data.

Strong Version Control Systems: Maintain accurate
records of changes for improved auditability.

3. Availability

Ensure that systems and data are accessible when
needed. Strategies to enhance availability include:

Redundant Systems and Failover Mechanisms:
Implement these to minimise downtime.

Regular Backups and Disaster Recovery Dirills:
Conduct these regularly to prepare for potential
disruptions.

Load Balancers and Cloud-Based Solutions: Use
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these to manage increased demand and maintain
service continuity.

4. Accountability

Monitor log user activities to detect and investigate
possible misuse. This can be achieved through:

Audit Trails and Logs: Track access and changes to
sensitive information.

Real-Time Monitoring and Alerts: Set up alerts for
suspicious activities, such as unauthorised access
attempts.

Well-Defined Policies: Establish clear guidelines for
data handling and usage, along with consistent
enforcement.

Guidelines for Securing Software
Applications

1. Adopt a Zero-Trust Architecture

o Verify every user and device attempting to access
the network, regardless of their location.

e Limit access to the minimum necessary for job
functions and enforce segmentation to isolate
critical systems.

2. Implement Robust Authentication Mechanisms

e Require MFA for all users, combining something
they know (password), something they have
(security token), and something they are
(biometrics).

e Use biometric authentication, such as fingerprint

or facial recognition, for high-security areas.

e Regularly update authentication methods to stay
ahead of evolving threats.

3.Regularly Update and Patch Software

e Apply security updates and patches as soon as
they are available to address known
vulnerabilities.

e Automate patch management to reduce manual
oversightand ensure consistency.

e Maintain an inventory of software and hardware
to track updates and identify unsupported
systems.

4.Encrypt Data

e Use advanced encryption standards (AES-256)
for all sensitive data to protect it from
unauthorised access.
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e Employ secure key management practices to e Deploy intrusion detection and prevention
prevent keys from being compromised. systems (IDPS) to monitor and block malicious
e Implement end-to-end encryption for activities.
communication channels to ensure e Leverage endpoint detection and response (EDR)
confidentiality. solutions to protect devices and isolate

5. Conduct Security Awareness Training compromised systems.

e Educate officers and staff about phishing, social 7. Perform Regular Security Audits

engineering, and other cyber threats. e Assess systems and processes for vulnerabilities
through penetration testing and vulnerability
scanning.

e Simulate attacks to test and reinforce awareness,
helping users recognise and respond to
suspicious activities. e Hire third-party experts for unbiased

e Foster a culture of vigilance where cybersecurity evaluations and recommendations.

is seen as everyone's responsibility. e Address findings promptly to strengthen
security postures and mitigate risks.

6. Employ Advanced Threat Detection Tools 8. Segment Networks

e Separate sensitive data from less critical systems

e Use Al-driven analytics to identify anomalies, b )
using network segmentation.

potential threats, and patterns indicative of an
attack. e Use firewalls, access controls, and virtual private
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Safety Measures

networks (VPNs) to enforce segmentation.

e Monitor network traffic for unauthorised access
or anomalies that may indicate a breach.

9. Collaborate with Industry Experts

e Partner with cybersecurity firms and
government agencies to access threat intelligence
and expertise.

e Participate in information-sharing initiatives to
stay informed about emerging threats and best
practices.

e Leverage public-private partnerships to enhance
capabilities and resources.

10. Develop Incident Response Plans

e Establish clear protocols for identifying,
containing, and recovering from security
incidents.

e Conduct regular drills to test the effectiveness of
response plans and improve coordination.

e Ensure that plans are updated to address new
threats and lessons learned from previous
incidents.

Regulatory Compliance and Standards

Law enforcement agencies must adhere to local and
international regulations regarding data security.
Key standards include:

CJIS Security Policy: This set of guidelines outlines
the secure handling of criminal justice information,
covering aspects such as encryption, authentication,
and auditing requirements.

GDPR: For agencies that handle data pertaining to
EU citizens, compliance with the General Data
Protection Regulation is essential to ensure
transparency, accountability, and data protection.

NIST Cybersecurity Framework: This
comprehensive framework assists organisations in
managing cybersecurity risks through a structured
approach to identification, protection, detection,
response, and recovery.

ISO/IEC 27001: This international standard for
information security management systems
provides a systematic approach to protecting
sensitive data.

By adhering to these standards, agencies can meet
legal requirements, implement industry best
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practices, and build public trust in their capability to
safeguard information.

Emerging Technologies in Law Enforcement
Security

1. Artificial Intelligence (AI)

Al-powered tools can predict and mitigate threats
by analysing vast amounts of data in real time. Use
cases include:

e Identifying phishing attempts and other
malicious activities through behavioural
analysis.

e Automating incident responses to reduce the
time taken to address threats.

e Enhancing video analytics to detect suspicious
behaviours or unauthorised access.

2.Blockchain

Unchangeable ledgers can enhance the integrity of
evidence management systems by preventing
tampering and ensuring transparency.
Applications include:

e Secure chain-of-custody tracking for digital
evidence.

e Decentralised identity management to
strengthen authentication.

3. Quantum Cryptography

Although still emerging, quantum cryptography
promises unparalleled encryption capabilities,
protecting against future threats posed by quantum
computing.

4. Biometric Security

Advanced biometric systems, such as facial and
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voice recognition, provide robust authentication
mechanisms for sensitive applications. These
systems can also support access control for secure
facilitiesand devices.

5.Cloud Security

Cloud-based solutions offer scalability and
advanced security features, such as real-time
monitoring, automated backups, and enhanced
encryption. Agencies must work with trusted
providers to ensure compliance with regulations
and maintain data sovereignty.

Building a Cyber-Resilient Culture

Technology alone cannot ensure comprehensive
data security; it must be complemented by a robust
culture of cybersecurity within agencies. This can be
achieved through several pivotal strategies:

Leadership Commitment: Senior officials must not
only prioritise cybersecurity but also lead by
example, integrating it into essential budgets,
thoughtful policies, and the daily operations of their
teams. Their unwavering commitment sets the tone
for the entire organisation.

Continuous Education: Providing ongoing training
opportunities is crucial for keeping personnel
informed and alert. Regular workshops,
simulations, and updates on the latest threats will
empower employees to recognise vulnerabilities
and respond effectively to an ever-changing cyber
landscape.

Proactive Planning: Formulating detailed response
plans in advance prepares organisations for
potential incidents. Conducting regular drills can
simulate various scenarios, enabling teams to
rehearse their responses, which ultimately reduces
downtime and mitigates the severity of impacts
whenreal threats arise.

Collaboration: Encouraging collaboration across

Safety Measures

departments and with external partners is vital in
enhancing the agency's overall security framework.
By sharing insights, resources, and strategies,
organisations can build a stronger, unified defense
against cyber threats, creating a network of support
and vigilance.

Conclusion

In today's digital landscape, the security of software
applications stands as a critical priority for law
enforcement agencies. As technology continues to
evolve, so do the threats that accompany it,
underscoring the importance of a thorough
understanding of these risks. By adhering to
essential principles and embracing best practices,
agencies can effectively bolster their operations
while fostering trust within the communities they
serve. Data security transcends mere technical
compliance; it is an essential pillar of effective
policing in the 21st century. This ongoing
commitment to safeguarding sensitive information
is vital for maintaining public confidence in law
enforcement. By making continuous investments in
cutting-edge technology, comprehensive training,
and robust collaboration with various stakeholders,
law enforcement agencies can stay one step ahead of
cybercriminals, ensuring the safety and security of
our communities in an increasingly interconnected
world. o
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Safe Drive Save Life
Half Marathon

The 5th Edition of the Kolkata Police
Safe Drive Save Life Half Marathon was
held successfully on February 9, 2025.

The marathon had three categories:
21K, 10K, and 5K. The Half Marathon
was flagged off by DG & IGP, West
Bengal Rajeev Kumar. The Minister of

Transport, Snehashis Chakraborty, and
Secretary of the Transport Department,
Saumitra Mohan, presided over the
closing ceremony. Dignitaries and
celebrities from different walks of life
were present at the event to motivate
andinspire the participants.

The Commissioner of Kolkata Police,
Manoj Verma, a fitness enthusiast
himself, completed the 21 KM run .
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Incidentally, the Safe Drive Save Life
campaign was launched by the
Hon'ble Chief Minister Mamata
Banerjee on July 8, 2016, to
promote road safety and ensure
that people can move across the
city safely.

The first edition of the Kolkata
Police Safe Drive Save Life Half
Marathonwas held in January 2018.
Within two years, the Marathon has
gained national prominence and is
the biggest half-marathon event in
the State.

All the runners received T-shirts,
medals and certificates. The routes
were chosen to reach out to all
important neighbourhoods and to
as many residents in the city as
possible.

Sprintersand runners, irrespective
of age group, gender, ethnicity and
profession, participated in this
grand occasion and joined hands to
runforasafer road tripin future.
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Saluting India's Oldest Guardians of Heritage'
The Kolkata Mounted Police Force

i

strong police force is grounded in courage, =~ With just two sowars (horse soldiers) under a
fitness, discipline, and resilience - qualities ~ Dafadar (Sergeant). Its primary role was to courier
that ensure public safety and order.  messagesand notify the harbour master of incoming

Among India's many distinguished law enforcement ~ ships.

units, the Kolkata Mounted Police stands out as the By 1857, the Calcutta Mounted Police had grown
oldest, with alegacy of tradition and service.

considerably and was recognised as one of the

Rather than being a relic of the past, the Kolkata
Mounted Police remains vital to modern civic life.
Whether managing crowds at Eden Gardens,
maintaining order at Maidan football matches, or
adding grandeur to the Republic Day parade, this
unit exemplifies unwavering dedication to duty. The
Kolkata Mounted Police is a force and a living
symbol of discipline and heritage, blending history
with contemporary relevance.

A Brief History

In the 1840s, during the British Raj, the Kolkata
Mounted Police (then the Calcutta Mounted Police)
was established with humble beginnings, starting
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From the OC's Desk
Abhra Kishore Chatterjee,

Officer-In-Charge, Kolkata Mounted Police (KMP)

I am a proud fourth-generation police officer, serving as the Officer-In-
Charge of the Kolkata Mounted Police. Law enforcement runs deep in my
family. My father retired in 2003 as the Deputy Commissioner of Police,
my grandfather served in the West Bengal Police, and my great-
grandfather, Uma Kishore Chatterjee, worked in the Jail Police. |
Remarkably, my great-grandfather was also actively involved in the
freedom movement, facilitating communication between top leaders and

freedom fighters —alegacy thatinspires me to this day.

I'vividly recall the day my cousin brought home a recruitment form for the
positions of Sergeant and Sub-Inspector from the Writer's Building. My
father was elated while my mother hoped I pursue higher studies. Despite
her reservations, I joined the Kolkata Police Force in 1996 as a cadet
sergeant, embarking on a journey that combined my passion for service

witha strong educational foundation.

As a Mathematics graduate from Jadavpur University, I excelled not only
academically, but also in sports. Representing my university in cricket
and basketball, I earned the prestigious University Blue title for three

world's top three mounted police forces, alongside
those in London and Montreal. Under the leadership
of a Superintendent of Police, the unit expanded its
duties throughout the 19th century, including night
patrols, traffic regulation, crowd management,
ceremonial processions, and guards of honour.

The year 1912 marked a transformative period for
the Mounted Police Department. Visionaries like Sir
Charles Tegart, Sir Frederick Holliday, and John
Eastwood introduced a structured schedule of
duties, further professionalising the force. Riot and
crowd control, became their primary focus,
particularly at playgrounds and public events.

Initially, the Mounted Police was an exclusive
domain for Europeans, with Indians restricted to
lower ranks. Over time, this changed, allowing the
force to evolve into a more inclusive unit. Today, the
Kolkata Mounted Police is a product of its colonial
past and a proud symbol of modern law
enforcement.

The Calcutta Mounted Police inspired the creation of

mounted units across India, with forces established
in Gujarat, Kerala, Karnataka, Maharashtra,
Hyderabad, and Chennai, all drawing from its
legacy.

In 1948, the Lt. Governor's Mounted Guard was
merged with the Calcutta Mounted Police. The Force
underwent further transformation, becoming a fully
Indian unit that maintains its traditions while
adapting to contemporary needs.

Renamed the Kolkata Mounted Police in 2001, the
unit continues to honour its heritage, blending
historical significance with modern relevance, and
remains a symbol of discipline, tradition, and service
in the heart of the city.

The Horse Saga

The horses of the Kolkata Mounted Police are the
bloodline of the unit, embodying strength, and
grace. Carefully selected from farms or received as
gifts, they undergo rigorous training to meet the
demands of service.
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consecutive years in | I |

both disciplines. Even |
during my school days
at Jadavpur Vidyapith, I
captained my school
teams in multiple
sports, fostering |
leadership skills that
have served me well in
my policing career.

I have always dreamed
of a profession that not
only keeps me
physically and mentally
fit but also allows me to
pursue my passion for
sports. Joining the
Kolkata Police turned
out to be the perfect choice. My journey began in 1996
when I completed my practical training. It has been a
rollercoaster ride since, but one filled with purpose
and fulfilment.

My love for horses was sparked during my training

Traditionally, experienced officers and sowars
handle the training, ensuring each horse is prepared
for its diverse duties with precision and discipline.
Before 2006, the Royal Calcutta Turf Club (RCTC)
grounds served as the training facility. That year, the
Kolkata Mounted Police established its own
paddock at Maidan, providing a dedicated space for
riding and workouts.

Training durations for the horses vary, with no fixed
tenure. Horses transitioning
from race tracks to police duties,
for example, require specialised
preparation, which can take a
year or more, depending on the
horse's temperament and
adaptability.

In recent years, the Kolkata
Mounted Police has embraced
modern techniques in horse
rearing and training to enhance
the effectiveness and well-being
of the unit. A key part of this

days, where I emerged as the top rider among 195
recruits of the 1996 Kolkata Police batch. This early
achievement caught the attention of the then Officer-In-
Charge of the Kolkata Mounted Police, who encouraged
my enthusiasm. For any seasoned officer, passing the
baton to a younger generation is a matter of pride, and

effortis the regular breeding programme at the Body
Guard Lines Stable, where three to four horses are
bred atintervals to ensure a strong force.

This steadfast commitment to horse rearing and
training preserves tradition while allowing the
Kolkata Mounted Police to remain a symbol of
discipline and heritage.

The horses receive regular health check-ups and
high-quality veterinary care, with routine visits from
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for me, joining the prestigious and historically
significant Kolkata Mounted Police was an honour.

I was initially posted in the Reserve Force for eight
months before formally joining the Kolkata Mounted
Police in 1999. Over the years, I gained diverse
experiences, including a brief posting in the Traffic
Department in 2006 and a short stint with the Wireless
Branchin 2013, where I piloted VIPs and VVIPs.

In 2014, I was promoted to Inspector and served as the
Additional Officer-In-Charge of the Kolkata Mounted
Police. A year later, following the promotion of the OC,
I'was entrusted with the responsibility of leading this
historic department as its Officer-In-Charge.

I'am deeply grateful to the Kolkata Police for allowing
me to represent the Police Athletic Club in various
disciplines from 1997 to 2014. Over the years, I played
cricket, rugby, and basketball, and had the honour of
captaining the teams during several seasons. A notable
achievement was leading the Kolkata Police Cricket
Team to win the league and secure promotion to the
First Division in 2010 after years of hard work. I still
vividly remember the final match at Eden Gardens
against Howrah Union, where we were crowned

a dedicated vet officer. Sowars and Syces (Groomers or Stable
Attendants) provide first aid support when needed. The Force
maintains an air-conditioned intensive care unit for critically-ill
horses, equipped with advanced facilities such as ultrasonography,
therapy, and minor surgery under general anaesthesia, all

managed by specialised veterinary teams.

Workload Management

The Kolkata Mounted Police is unique as it is possibly the only
mounted unit in India with its own manual, which was compiled in
1994. This detailed guide covers horsemanship techniques,
remount training, crowd control tactics, recruitment procedures,
and the responsibilities of each rank. The unit's skilled officers and
sowars train the horses using traditional and modern methods,
including rehabilitating racehorses for police service.

Each day, the Kolkata Mounted Police begins its routine patrol of
the Maidan area at 6 a.m. and wraps up around 8:30 a.m. Afternoon
patrols occur at 2:30 p.m. in winter and 3 p.m. in summer,

League Champions.

Under my leadership, the Police Athletic Club also
triumphed in the All Bengal Office Championship in
2003. We were the Runner's Up Trophy in the All India
Rugby Tournament in 2000. In basketball, our 'B' Team
became champions in the 2nd Division and earned
promotion to the First Division in the 1999-2000
season.

After 2014, I shifted my focus to Equestrian Sports,
participating in the All India Equestrian
Championships and local competitions hosted by the
Tollygunge Club. It did not take long to adapt to the
sport. lam happy to say that our team recently became
champions, competing against 21-22 teams, including
top teams from BSF, ITBP, Rajasthan Police, Assam
Rifles, and several other State teams. T have also earned
multiple medals in the Tally House Show and WBEA
Championship.

When asked about my connection with horses,
I explain that, like people, each horse has its unique
personality. Over time, a mental and emotional bond
develops between the rider and the horse, influenced
by how both interact and respond to each other. Itis a

maintaining security and preventing misconductin the area.

The daily routine is carefully structured, with sessions for exercise,
training, grooming, and feeding. Each horse is fed three to four
meals daily and consumes about 30 litres of water, depending on

the weather. Regular exercise
includes trotting, cantering, and
jumping, while specialised training
prepares the horses for navigating
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mutual relationship built on trust and understanding.

There are two conventional philosophies among most
horse riders: one advocates for a loving, instinctual
approach, while the other emphasises dominance,
using force to impose control. I believe the best
approach lies in striking a balance between the two.
Horses, much like humans, have personalities, and
respecting that bond fosters a deeper connection. It is
not uncommon for the horses to enjoy a sip of tea or a
bite of toast when we stroll past the Maidan tents, as
they sense the love and recognition for their hard
work.

The average lifespan of a horse is about 20 years. When
they join the Kolkata Mounted Police, they are
typically between four and six years old. My
connection with the horses has always been profound.
I'still remember 'Harry the Horse' when I firstjoined as
a Sergeant. Later, 'Credit Swap' became my most
successful partner in Equestrian. Sadly, I also
remember 'Breeze of the South,' who had a promising
future but passed away prematurely. When a horse
suffers, the rider feels it too. We do everything we can
for their recovery, and when we are unsuccessful, itis a

diverse terrain and managing crowd control with
precision and care.

This disciplined routine ensures the fitness and
readiness of the horses, reinforcing the Kolkata
Mounted Police's legacy as a model of excellence and
commitment.

Currently, the Force has 63 horses. Seven are deemed
unfit for exercise or patrolling due to age or medical
conditions. These horses are evaluated by a board of
veterinary officers and approved by the Police
Commissioner of Kolkata. The Force consists of
approximately 175 personnel, including inspectors,
a veterinary officer, sowars, syces, stablemen,
constables, civic volunteers, and sweepers, all
working cohesively to maintain the unit's
operations.

As part of the protocol, when the President or Vice
President of India visits Kolkata and stays at the Raj
Bhawan, four horses and their sowars are stationed
at the entrance for ceremonial duties, including a

Guard of Honour.
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deeply painful experience.

The Kolkata Mounted Police has evolved over the
years. I recall the early concerns when the unit started
night assignments, as it was feared the horses would
not adapt to the time. But they have exceeded
expectations, performing admirably under the lights
at Eden Gardens, and at the East Bengal, Mohun
Bagan, and Mohammedan Sporting Club grounds.
The shift to night duty began in the pre-independence
era with mounted riders as night watchmen. In the
early '90s, the horses were first assigned post-sunset
duties during the Hero Cup.

Today, the unit is a cohesive team, with Sergeants,
Sowars, Syces, and other personnel working
seamlessly together. We continue to strive for
excellence, proud to uphold the legacy of this historic
unit, the oldest of its kind in the country.

It has been an incredible journey. I take great pride in
continuing my family's tradition of serving the people
of this city with dedication and integrity. This
assignment allows me to combine my passion for
policing, horsemanship, and a commitment to
upholding the legacy of the Kolkata Mounted Police. B

The Maidan area, the heartbeat of Kolkata, the City
of Joy, is home to nearly 21 grounds. It serves as a
vibrant hub for city activities. The Kolkata Mounted
Police ensures law and order in this crucial zone and
plays an essential role in preserving its greenery and
safeguarding the city's heritage and environment. ®
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Dr. Rupashree Dasgupta is a Senior Consultant Robotic and Laparoscopic Gynaecologist and Gynae Onco Surgeon

at Apollo Multispecialty Hospitals, Kolkata.

Background

Robotic surgery represents a remarkable
convergence of technology and medicine, and much
of its groundbreaking development can be traced
back to the innovative efforts of the National
Aeronautics and Space Administration (NASA).
Initially conceived in the 1970s, the integration of
robotic systems into surgical practices began as a
military initiative, sanctioned by NASA and
financed by the Defense Advanced Research Projects
Agency (DARPA). The primary aim was to create a
system that could operate in the absence of a
surgeon, ensuring that astronauts in space and
soldiers in combat zones received critical medical
care even when direct human intervention was not
possible.

Canada witnessed the dawn of robotic surgery in
1983 when an orthopaedic surgeon and a dedicated
team executed the first successful robotic-assisted
surgical procedure. However, the roots of this
technology stretch even further back to 1958, when
Dr. John Kwoh and his team were part of an
important milestone in the development of robotic
surgery when they utilised a robotic arm to perform
a brain biopsy, guided by computed tomography
(CT). This pioneering effort laid the groundwork for
subsequent advancements in robotic surgical
technology.
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This was an early example of robotics in medicine,
laying the foundation for further innovations in the
field. Using a robotic arm for medical procedures
was a pioneering effort at that time, long before the
more well-known milestones in robotic surgery such
as the first successful robotic-assisted surgery
in1983.

This early work by Dr. Kwoh and his team is an
important part of the history of medical robotics. It
helped pave the way for modern advancements in
surgical technology, including precision in
surgeries, minimally invasive procedures, and the
development of robotic systems used widely in
surgery today.

Dr. John Kwoh is recognised for his pioneering work
in several notable robotic systems that emerged as
the field evolved, each contributing unique
capabilities to surgical practice. PROBOT marked a
significant milestone as the first surgical robot
designed specifically for prostate operations.
Following closely was ROBODOC, which facilitated
hip replacement surgeries with unparalleled
precision. The ZEUS Robotic Surgical System (ZRSS)
further enhanced the landscape of robotic surgery,
paving the way for the widely recognised
Da Vinci Surgical System, which has since
revolutionised many surgical procedures with its
advanced dexterity and control.
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The robots currently used in surgical procedures are
configured in a master-slave arrangement, where the
surgeon acts as the master, skillfully controlling
robotic arms — the slaves —that are engineered with
multiple degrees of freedom. A pivotal moment
in this technological journey occurred when the
ZRSS successfully conducted the first robotic
gynaecological surgery in Cleveland, Ohio, focusing
on reconnecting fallopian tubes. This marked a
significant step in robotic-assisted surgeries, which
advanced further in 2009 with the introduction of the
Da VinciSurgical Systemin Israel.

In recent years, the adoption of robotic-assisted
keyhole surgery in gynaecology has flourished,
driven by remarkable technical advancements.
Among these innovations, 3D visualisation stands
out, offering enhanced depth perception, which is
vital for distinguishing delicate anatomical
structures. The technology also minimises hand
tremors, providing surgeons unparalleled level of
precision and the ability to delicately single out
tissues. These enhancements contribute not only to a
shorter learning curve for surgeons, making it easier
for them to adapt to new methods, but also
significantly boost their comfort during procedures
compared to traditional keyhole and open
abdominal surgeries.

When comparing robotic-assisted keyhole surgery
to conventional approaches, the advantages are
clear: surgical performance improves without
extending operating time.

equipped with robotic technology are more capable
and achieve superior surgical outcomes for their
patients.

Applications in Gynaecology and
Gynaecologic Oncology

Robotic-assisted surgeries can be used for almost
any procedure that is done with traditional methods
like open surgery or laparoscopic surgery. This
flexibility leads to better results for patients and
makes surgery easier for doctors, showing how
robotics is changing the field of gynaecology and
gynaecologic cancer treatment.

Highlights

Surgeon-Controlled Robotic Arms (Master-Slave
System) - In the innovative realm of robotic surgery,
the surgeon acts as the master, skillfully
manipulating specialised controls that translate their
precise hand movements into electrical signals.
These signals guide the robotic instruments with

This modern technique
also results in minimal
blood loss and reduces the
incidence of intra or post-
operative complications,
all while decreasing the
likelihood of necessary
conversions to more
invasive abdominal
surgeries. Additionally,
surgeons using robotic
assistance report
experiencing fewer
musculoskeletal issues
both in the short and long
term, showcasing an
important ergonomic
benefit. Thus, surgeons
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remarkable accuracy, allowing for intricate surgical
procedures.

3D High-Definition Vision - Surgeons benefit from
an enhanced three-dimensional view through a mere
8mm incision, providing incredible depth
perception and allowing them to visualise
anatomical structures with unparalleled clarity.

Endowrist Instrumentation - The robotic systems
feature advanced Endowrist instruments that mimic
the range of motion and dexterity of the human
wrist, enabling surgeons to perform delicate
manoeuvres that would otherwise be challenging or
impossible.

Intuitive Motion and Surgical Dexterity - With
intuitive motion capabilities, surgeons can operate
seamlessly, maintaining full control while benefiting
from motion scaling that filters out unintended
tremors, ensuring a steady hand during complex
procedures.

Reliable Replication of Surgical Standards - This
cutting-edge technology guarantees consistent
delivery of high-standard surgical outcomes,
ensuring that patients receive the best care possible
every time.

Advantages for Surgeons

Immersive Viewing - Surgeons can utilise a high-
definition, three-dimensional view through 8mm
incisions, giving them a comprehensive view of the
surgical field.

Depth Perception and Magnification - With 10x
magnification, intricate details are easily discernible,
facilitating precision.

Camera Control - The surgeon retains command
over the camera, allowing for dynamic adjustments
during the procedure.

Enhanced Access - The system overcomes the
natural limitations of human wrist movement,
enabling access to previously unreachable areas
easily.

Confined Spaces - Surgeons can operate effectively
within limited spaces, expanding their capabilities.

Minimised Disease Transmission Risk - The robotic
system reduces the likelihood of infection, providing
asafer environment for surgeons and patients.

Advantages for Patients

Minimally Invasive Approach - The use of an 8mm
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incisionresults inreduced pain and discomfort.

Less Trauma - Patients experience diminished
physical trauma compared to traditional surgery.

Reduced Blood Loss - The precise movements and
techniques involved lead to less bleeding during and
after the procedure.

Accelerated Recovery - Patients benefit from faster
healing times, enabling them to return to their daily
activities sooner.

Shortened Hospital Stay - With less invasive
procedures, patients typically enjoy a decreased
duration of hospitalisation.

Lower Medication Requirements - The reduction in
pain and trauma translates to a decreased need for
post-operative medications.

Applications in Gynaecology and
Gynaecologic Oncology

Robotic Endometriosis Resection - This procedure
involves the meticulous removal of abnormal cysts
(chocolate cysts) and growths from the pelvic region
while preserving the uterus and surrounding
organs.

Robotic-Assisted Hysterectomy - Ideal for complex
cases, such as those involving obese patients or
individuals with a history of multiple surgeries, this
technique simplifies the removal of the uterus.

Robotic Myomectomy - This procedure focuses on
the removal of uterine fibroids while leaving the
uterus intact, promoting future reproductive
options.

Robotic Sacrocolpopexy - This procedure addresses
uterine prolapse, using innovative techniques to
restore anatomical support.

Robotic Interventions in Gynaecological Cancers -
The platform enables effective treatment of
endometrial and cervical cancers through small
incisions, minimising the need for larger abdominal
cuts.

Conclusion

Using computer technology in the operating room is
a major step forward in surgery. By adding robotic
systems, we can reduce or even eliminate the need
for traditional open and laparoscopic surgeries,
along with their limitations. This progress helps
improve precision, safety, and overall results in
surgical care. u
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Inspiration

From Dreams to Duty:

Dr. Mintu Mallick's Inspiring
Journey in Policing

By Ranabir Bhattacharyya

Policing demands a delicate balance of discipline, ethics, and an unwavering sense
of professionalism. It transcends mere employment or a means of making aliving. It
is a calling that resonates deeply with many young Indians who aspire to serve their
nation with pride and integrity. Dr. Mintu Mallick, the newly-appointed
Sub Inspector at Beliaghata Police Station, embodies this spirit of dedication. He
represents the archetype of an individual driven by passion and patriotism,
choosing the khaki uniform over a conventional academiccareer.

At 34 years old, Dr. Mallick's journey is remarkable. ~ Police, known for its esteemed legacy and deep-
Hailing from the Bagda areain North 24 Parganas,he =~ rooted connection with the community,
has become a local sensation, inspiring many with his undoubtedly attracts the creme de la creme of talent,

decision to pursue a life of service. The Kolkata  makinghisachievement more impressive.
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Inspiration

Dr. Mallick's educational background is as  gas sensor capable of accurately detecting ambient
impressive as his aspirations. He completed hisearly =~ ethylene concentrations. This innovative sensor will
education in his native village, where he laid the = be seamlessly integrated with commercially
groundwork for a promising academic journey. available Radio Frequency Identification (RFID) tags.
Excelling in his studies, he graduated with flying  Such integration allows for wireless monitoring,
colours in Physics from Chakdah College, a  providing real-time insights into the condition of
testament to his intellectual prowess. He then  fruits and ensuring their quality throughout the
advanced to Jadavpur University to pursue a  supplychain.
Mastefr‘s degree, further solidifying his academic Dr. Mintu Mallick proudly shares his journey,
standing. . . .
reflecting on his father's commendable service in the
In 2016, he embarked on a rigorous journey towards = Central Reserve Police Force (CRPF) for over 25
his PhD, dedicating himself to research and  years. Inspired by his father's dedication, he
scholarship, which he successfully completed in nurtured a lifelong aspiration to become a police
2023. Alongside his doctoral studies, he earned a  officer - a dream that was not easily attainable due to
Bachelor of Education in 2015 and a Master’s in  fierce competition in what is regarded as one of the
Chemistry in 2020. This year, he is set to complete his ~ mostrevered professions in society.
third Master.‘s degree, s.pec1ahs1ng‘ m Ed'ucauon at To achieve his goal, he dedicated himself to intense
Kalyani University. His academic achievements . . ) o
. . . . X preparation for the rigorous written examinations,
Sho‘g his h}fe:')nhg C({lEdicatlgn tlo .lela;nmg and ultimately applying for positions as a Sub Inspector
excellence, ahabithe developed early In fife. and Wireless Supervisor. "This achievement feels like
His story is not just about personal achievement; itis =~ a dream come true," he states, his eyes shining with
anarrative of passion, perseverance, and a profound  enthusiasm. He expresses immense gratitude for the
commitment to serving his community. As he dons support he has received from his Officer-In-Charge
the uniform of the Kolkata Police, he stands ready to ~ and colleagues, labelling his experience thus far as
make a difference and inspire others to pursue their =~ extraordinary.

dreams of serving the nation. . .
His proud parents have been a source of unwavering

The area of research for his doctoral studies invitesa ~ encouragement through his journey. He reminisces
compelling examination due to its innovative  about his time spent in a hostel in Kolkata while
approach and practical applications. He has  studyingat]Jadavpur University —an experience that
dedicated significant effort to developing a graphene  shaped him and now provides context to his current
oxide-based ethylene gas sensor to monitor fruit  posting. With each passing day, he recognises the
freshness. Ethylene, the smallest plant hormone,  vast possibilities policing offers to serve the
plays an essential role in various developmental = community and contribute positively to society. "It
processes within plants. It influences critical stages ~ has undoubtedly been the best decision of my life,"
such as the ripening of fruits, the promotion of seed he declares with conviction.
germination, flowering, and even the ageing of In addjition to his policing career, Dr. Mintu Mallick is
leaves and flowers. ] )
known for his approachable and friendly
Ethylene concentration within the plant is a key = demeanour, quickly endearing himself to his peers.
indicator for determining the optimal time for =~ With roots in the theatre world - thanks to his
harvest. Furthermore, monitoring ethylene levels in ~ association with Sutanuti Rongmukh - he blends a
the atmosphere, particularly in storage facilities and ~ rich cultural background with his professional life.
during transportation is crucial for preventing the = His colleagues and friends hold high hopes that he
over-ripening of fruits. His pioneering research aims will continue to shine brightly in his role, ultimately
to create a multilayer graphene oxide-based ethylene ~ becoming an asset to the Kolkata Police Force. u
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Safety

Enforcing POCSO Act 2012:
The Vital Role of Police
in Protecting Children

=T

{(
Satya Gopal Dey is a Member of the West Bengal Task
Force on combating human trafficking; a Member of the
Selection Committee of CWC and JJB, Government of West
Bengal, and the Head of Child Protection,

Advocacy and HR at Vikramshila

Education Resource Society.

The police serve as the public face of the State, and Right to Legal Assistance: The child, their guardian,
the way the State treats its citizens, particularly parent, or a trusted person must be informed of the
children, will significantly impact the success of the ~ child's right to be assisted and represented by a
POCSO Act 2012 in realising its transformative  lawyer of their choice (Rule 4(2)(f)). This right
vision. This vision seeks to shift societal perceptions, applies from the time of making a statement to the
recognising children as autonomous beings with  police until the conclusion of the case.

rights, rather than merely dependents in need of

protection.

The law aims to address historical
challenges while envisioning a redefined
relationship between children and the
police.

The POCSO Act 2012 establishes
comprehensive guidelines and procedures
designed to transform the interaction
between police and child victims. It also
includes stringent provisions to ensure
accountability and uphold the rights of
children.

Child-Friendly Procedures for Police

Free Copy of FIR: A copy of the FIR must
beprovided free of cost to the complainant
or the parent/guardian if they have made
the complaint.
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Access to Support Services:
Police must inform the child
and their family about
available support services,
such as counselling, as per
Rule 4(2), and assist them in
accessing these services if
needed or requested.

Simplified FIR: The FIR must
be written in simple language
that the child can understand
(Section19(3)).

Provision of Translator: If the
FIR is recorded in a language
the child does not understand,
a translator must be provided
to explain its contents to the
child (Section19(4)).

Comfortable Environment
for Statements: The child's statement should be
recorded either at their residence or another place
where the child feels comfortable. This should occur
in the presence of someone the child trusts, usually a
parentor guardian (Section 24).

Accountability of Police and Rights of the
Child Victim

When an SJPU (Special Juvenile Police Unit) or the
local police receives information under subsection
(1) of Section 19 of the Act from any person,
including the child, they are required to
immediately disclose the following details to the
person providing the information: their name and
designation, their address and telephone number,
and the name, designation, and contact details of the
supervising officer overseeing the officer receiving
the information.

The police play a pivotal role in ensuring the safety,
protection, and justice for children, particularly in
cases involving offences under the law. This
includes duties performed by the Special Juvenile
Police Unit (SJPU) or local police, as mandated by
the provisions of sub-section (1) of Section 19 of the
Act.

When an offence is committed, attempted, or is
likely to be committed, the concerned authority
must take immediate and appropriate actions,
including:

Filing and Registering an FIR: The police must
proceed to record and register a First Information
Report (FIR) as per the provisions of the Bharatiya
Naya Sanhita. A copy of the FIR must be furnished
free of cost to the person making the report.

Arranging Emergency Medical Care: If the child

d

iEIVE POINT HOSPITAL

227, A.P.C. Road, Kolkata - 700009

c - (Near Shyambazar CESC Office) J:'
Contact : 9674994322 / 9007825226
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requires emergency medical care as per sub-section
(5) of Section 19 of the Act or under the relevant
rules, the police must arrange for the child to access

such care, under Rule 5. This includes taking the
child to the hospital for a medical examination, as
specified under Section 27 of the Act.

Forensic Evidence Collection: The investigating
officer must ensure that samples collected for
forensic tests are sent to the forensic laboratory at
the earliest to avoid delays in the investigation
process.

Providing Information and Support Services: The
police must inform the child, its parents, guardian,
or another trusted person, about the availability of
support services, including counselling. They must
also assist them in contacting the individuals or
organisations responsible for providing these
services and relief.

Legal Rights and Representation: The police must
inform the child and their parent, guardian, or
trusted person about the child's right to legal advice
and counsel. Additionally, they must ensure the
child's right to be represented by a lawyer, as per
Section 40 of the Act.

During the investigation of an offence involving
rape or an attempt to commit rape, if it is necessary
to have the survivor examined by a medical expert.

The following steps must be taken:

FEA vol-13, 1ssue-1 | 2025

The examination must be
conducted by a registered
medical practitioner employed
in a government or local
authority hospital.

If a specific practitioner is
unavailable, any other registered
medical practitioner may
conduct the examination,
provided that the survivor or a
person authorised to provide
consent on her behalf grants
permission.

Additionally, the survivor must
be taken to the medical
practitioner within 24 hours of receiving
information about the offence.

Upon receiving information under Section 19 of the
Act that an offence has been committed against a
child, an officer of the SJPU or local police must
determine whether the child urgently requires
medical care and protection. If so, they are required
to arrange for the child to be taken to the nearest
hospital or medical care facility for emergency
medical attention within 24 hours. If an offence has
been committed under Sections 3, 5, 7, or 9 of the Act,
the victim shall be referred for emergency medical
care.

Emergency Medical Care: Emergency medical care
shall be rendered in a manner that protects the
privacy of the child and in the presence of the
parents, guardian, or any other person the child
trusts.

No Documentation Required: No medical
practitioner, hospital, or medical facility offering
emergency medical care to a child shall demand
legal or magisterial requisitions or any other
documentation as a prerequisite to providing care.

By fulfilling these responsibilities, the police uphold
the principles of child protection, ensuring that the
child's best interests are safeguarded by the law.
This systematic and sensitive approach not only
seeks justice for the victim but also prioritises the
child's well-being throughout the legal process. M
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List of Senior officers of KoIkatPIic
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Officials

Name of the Officers

Phone No(s)

Email

Commissioner of Police

SHRI MANOJ KUMAR VERMA, IPS

033-2214 5060

cp@kolkatapolice.gov.in

Addl. Commissioner of Police (I)

SHRI DEVENDRA PRAKASH SINGH, IPS

033-2214 1696

addlcpl@kolkatapolice.gov.in

Addl. Commissioner of Police (Il)

DR. PRANAV KUMAR, IPS

033-2214 1055

addlcp2 @kolkatapolice.gov.in

Addl. Commissioner of Police (Il)

SHRI SUBHANKAR SINHA SARKAR, IPS

033-2214 5950

addlcp3@kolkatapolice.gov.in

Addl. Commissioner of Police (SB)

SHRI DHRUBAJYOTI DE, IPS

033-2282 3602

addlcp-sb@kolkatapolice.gov.in

AddIl. Commissioner of Police (IV)

SHRI PANDEY SANTOSH, IPS

033-2250 5170

addlcp4@kolkatapolice.gov.in

Addl. Commissioner of Police (V)

SHRI'V. SOLOMON NESAKUMAR, IPS

033-2214 1354

addlcp5@kolkatapolice.gov.in

Addl. Commissioner of Police (VI)

SHRI ASHESH BISWAS, IPS

033-2214 5557

addlcp6@kolkatapolice.gov.in

Jt. Commissioner of Police (HQ)

SHRI MEERAJ KHALID, IPS

033-2250 5086

jtcphg@kolkatapolice.gov.in

Jt. Commissioner of Police (TP)

SHRI RUPESH KUMAR, IPS

033-2214 5558

jtcptp@kolkatapolice.gov.in
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Jt. Commissioner of Police, SB
(Security)

SHRI MEHMOOD AKHTAR, IPS

033-2282 5957
033-2282 7015

jtcpsb-
security@kolkatapolice.gov.in

Jt. Commissioner of Police (MOD)

SHRI NILANJAN BISWAS, IPS

033-2250 5348

jtcp-mod@kolkatapolice.gov.in

Jt. Commissioner of Police (O)

SHRI AJOY PRASAD, IPS

033-2214 5509

jtcpo@kolkatapolice.gov.in

Jt. Commissioner of Police (AP)

SHRI SUBHANKAR BHATTACHARYA, IPS

033-2479 3554

jtcpap@kolkatapolice.gov.in

Jt. Commissioner of Police (KP)

COL. NEVENDERA SINGH PAUL

033-2283 7656

dcwb@kolkatapolice.gov.in

Jt. Commissioner of Police (Intel)

SHRI SAUMYA ROY, IPS

033-2283 7014

jtcpi@kolkatapolice.gov.in

Controller of Finance

SHRI PALLAB RAY

033-2214 1004
033-2250 5447

cof-finance@kolkatapolice.gov.in

Administrative Officer, KPD

SHRI HARDEEP SINGH JAGPAL,
WBCS (EXE.)

033-2214 3059
033-2250 5234

aokpd@kolkatapolice.gov.in

DC BHANGAR SHRI SAIKAT GHOSH, IPS 03218-278091 dcbhangar@kolkatapolice.gov.in

DC CD SMT. INDIRA MUKHERIEE , IPS 033-2228 1403 | dccentral@kolkatapolice.gov.in
033-2258 5210

DC DD, Special SHRI VIDIT RAJ BHUNDESH, IPS 033-22505222 | dcddspl@kolkatapolice.gov.in

DC Cyber Crime, Kolkata

SHRI ABHISHEK MODI, IPS

033-2250 5010

dccyber@kolkatapolice.gov.in

DC EDS HRI ARISH BILAL IPS 033-2443 3031 | dceastdiv@kolkatapolice.gov.in
033-2443 0017

DC ESD SHRI GAURAV LAL, IPS 033-2374 5645 | dcesd@kolkatapolice.gov.in

DCEB SHRI ARINDAM SARKAR, IPS 033-2283 7700 | dceb@kolkatapolice.gov.in

DC 1ST BNSHRI AMIT VERMA, IPS 033-2409 9054 | dclstbnap@kolkatapolice.gov.in

DC ND & NSDSHRI

DIPAK SARKAR, IPS

033-2360 5650

dcnorth@kolkatapolice.gov.in

DCPD SHRI HARIKRISHNA PAI, IPS 033-2409 3118 | dcport@kolkatapolice.gov.in
033-2439 7174

DC, R.F. SHRI ZAFAR AJMAL KIDWAI, IPS 033-2214 3366 | dcrf@kolkatapolice.gov.in
08697737878

DCSD SHRI PRIYABRATA ROY, IPS 033-22817943 dcsouth@kolkatapolice.gov.in

DC SWD SHRI RAHUL DE, IPS 033-2499 4702 | dc.southwest@kolkatapolice.gov.in

DC SED DR. BHOLA NATH PANDEY, IPS 033-2290 4660 | dcsoutheast@kolkatapolice.gov.in
033-2290 4664

DC SSD SMT. BIDISHA KALITA DASGUPTA, IPS [ 033-2499 4711 | dc.southsubn@kolkatapolice.gov.in

DC COMBAT SHRI KUNWAR BHUSHAN SINGH, IPS 033-2262 5222 | dccombat@kolkatapolice.gov.in

DC (1), TP SHRI YEILWAD SHRIKANT 033-2214 5403 | dctp@kolkatatrafficpolice.gov.in

JAGANNATHRAQO, IPS
DC, TP (South) SHRI AMIT KUMAR SHAW, IPS 033-2499 4703 | dctp.south@kolkatatrafficpolice.gov.in

(ADDL. CHARGE)
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Accredited by Accrefied by

BELLE VUE i o
CLINIC

YEADS

OF GLORIOUS JOURNEY

1967 - 2024

KOLKATA'S
MOST TRUSTED
PREMIER
HEALTH CARE
INSTITUTION

sfznﬁc

9 £ 10 Dr UN. Brahmachar Street (formerly Loudon Street) Kolkata- 700 017 : 033 6688 8883

PRIYAMVADA BIRLA
INSTITUTE OF NURSING

Unlt of Balle Vue Ciinic

THE CARE OF
HEALTH CARE
IS NURSING

PRIYAMVADA BIRLA INSTITUTE OF NURSING
[Unit of Belle Vue Clinic)

Privamvada Birla Institute of Mursing. a unit of Belle Vue Clinic,
strives for excellence and aims at providing value-based nursing education. moulding students into
skilled and efficient nurses who can serve competently both in India and abroad.

Strictly follows the requlations of the Located at Newtown, Rajarhat
Indian Nursing Council
Etudents. gaiq complete .Euperiepce in :.rarious GNM Nursing,
specialities with latest diagnostic equipment B.Sc. Nursing,
Affiliated under Indian Nursing Council (INC), West Bengal

University of Health Sciences (WBUHS) and West Bengal Mursing :logt Bl: o E 5¢. Nursing,
Council [WBNC) =C, NUrsing

For more information on admission:
81008 95242 [/ 76040 65329 /75960 67191 /75960 67192 /81009 92610 | nursing@pbin.co.in
lIFfa, AA-IIF, Newtown, Rajarhat, Kolkata - 700 160 (beside Eco Space)




